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2.1. B wO

R B ENE XN w O MR,

AKE3 HEZR
containerd
kubelet
kube-proxy

etcd

apiserver

rama

yoda

scheduler
controller-manager

2.2. HE K

AN EME A BKRE,
PMEAETRRKE

1. BF opsl Hl=8, ERAUTHLIRERBYMENRSTERET.

WA S

127.0.0.1:12029

10250, 10255, 127.0.0.1:10248

127.0.0.1:10249

2379, 2380

6443

19898

19899

23000

127.0.0.1:10251

127.0.0.1:10257

HEZR

/usr/bin/containerd

/usr/local/bin/kubelet

/usr/bin/kube-proxy

etcd

kube-apiserver

/rama/rama-webhook

/rama/rama-manager

/rama/rama-daemon

yoda agent

yoda scheduler

kube-scheduler

kube-controller-manager
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ssh <username>@<4JEBHl IP> "uptime"

Ban

ssh root@100.**.** ,254 "uptime"
21:03:19 up 111 days, 10:07, 1 user, load average: 0.00, 0.02, 0.05

KER:

o REMBYENNSHNNGE, HMENETEREIENEY,

o MEMEWENMNEZE 158, 554, 15 MPNRFZTHREER.
2. ERIYBENEE, ERUNTHOWE CPU. BEFE. BENERBER.

o &F CPUERE:

tsar --cpu

o BENEMERR:

tsar —--mem

o EEMWMBHEMRE:

tsar --partition

M HLE A I =K
1. BRRMS 2414
2. BEEBNE, AREE EN (Server) #E
WO AEY BN EREMENRDEE CPU. BF. BEBSHRRERBR.

& ZEH (Server) WS 2mEE | =mEm
2% | EE T sErTEs a e
YR ® | 205 [ Em sxem
1721 17:20 17:19 17:18

node S CPURNO)Y CPUMEE WESEGE WEWEE 1AWME CPURNO CPUBRE WESEGE) AGWRE 1NOE CPUBRO CPUMEE AGSEGEH WEEEE 1AWOE CPURNO CPUBRE WESEGE) KE
100: 64 12.40% 202.53 6 64 12.40% 20253 64 12.30% 202.53 3 % 476 64 12.56% 20253
100 64 17.94% 202.53 64 17.94% 202,53 64 17.80% 202.53 8n 64 17.97% 202,53
100 2 sos%  13as1 2 sa0%  13a01 2 as2% 130t 131 2 so%  13aon
100 32 057% 134.91 32 057% 13401 32 0.57% 134.91 0.48 32 057% 13401
100 32 597% 134.91 32 5.97% 13491 32 586% 134.91 082 32 5.95% 13491
100 32 295% 134.91 32 297% 13401 32 295% 134.91 033 32 3.10% 13401
n 32 6.60% 134.58 32 6.66% 13458 32 6.54% 134.58 14 32 6.69% 13458
il 32 451% 134.58 32 453% 13458 32 4.53% 134.58 521 32 449% 13458
32 0.35% 134.99 250% o 32 045% 13499 0 32 0.32% 134.99 2.53% 0.03 32 0.35% 13499
2 0% e aio% 127 2 034% 139  30e% 028 2 0a%  1ee  310% 0 2 0% 1309

XER:

o ZERR: BEALABENY EERAHRETL.
o CPUBAZE: A 90%,

o NFERAZE: R 90%,

o HEMFAR: BT 90%,

23. REZERENIME
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2.3.1. BN SN

EHEE - VIR

AXNBIE ops YENERENHNEILIERE,

KRR E

1. BR Captain £2fl5, EXF EHEE >PH = (Nodes) .

2. E PR (Nodes) WHEBAT R (WEN) KE,

3. MR REEMN,
ping <TmM IP>

4. MEBHRIPATX (BEEFTRE, Captan 28 LERTRRKKIBA "E" ) , REBUWTEL
ESBHITERS
SiES R

1. 3 PVC, i\ Pod 258 XEM PVC,

kubectl get pvc -n <namespace>

Hoh NAME 2 PVC89E#R, VOLUME —3ERE92 PVCEER PV BYEZFR, 2R Pod B XELE) PVC,
WFRZMERMEXEI PVC. PV; 31R PVCRBHEN VOLUME AR FZEMER PV, MIRGBLUMT:
kubectl delete pvc -n <namespace> <name>
kubectl delete pv <volume>

I

-3
(=]

MBR PV BRMEARTIIRE, MIRTIRESEEUREXR,
AR Z=MR.

fR ==
700N

EZENMYNTRIRARTABAGERS

2. & IPInstance, &% Pod X Bt IPInstances &iE,

kubectl get ipinstances -n asp-aks |grep <#FdE# Pod>
BN Pod 2B S

EEEE PEEALTWNEEND, NREAEFE, HEMRIESR IPInstance BIT],
3. MIpRFIER Pod,
s # = Pod J5, Pod £B&IFHE.

D =

o MAHIEHEZEAR, HEEXRAZMMA,

o BN IREEMT RB8 BB RBERAT LT SIMNA,
o f#kR Pod

WUWT:

kubectl delete pod <#51EF% Pod>
o fHlER#LE Node
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a. MER machine,
wUWT:
kubectl delete machine <Tim&H>
R—Fa+~E, HITEEERASKRE cirlyc BT T—H T,
b. %% machine, {EEEHAY finalizer ZBMI iR
wRUWT:
kubectl edit machine <TmBH>

c. MBRWIT®AT, ABEWA wq FEFEY.,

finalizers:

- finalizer.k8s.alipay.com/machine
d. Mk node 3%,
WWMT:
kubectl delete node <TmBIR>
e. BIEREHUE.
WM

kubectl delete cm -n sigma-operator-machine-conditions <name>-conditions

kubectl delete cm -n sigma-operator-machine-conditions <name>-readiness-gates

f. B Captain EHANRE, TREZEMNFIRPHEKXT.

23.2. YEBNEREEERSERAWE

5] 4 A

MEBHNERRE, Captain £2HE8ERTHRREN 8E.

KRREKRE
1. BF Captain 2418,
2. EEMESMZER EHER >R (Nodes) , HIATTR (WEH) RS,
3. N—ABEEETT AN shell TEMA ping LM T mEEM, HIAMKTIX,

7

ping <TM IP>
4. WRTREE ping &, {EECaptain 2H 5 LERT RRENWE, HREBNTSRIKEMEIRES.
L B

1. IREMEHRE,
i. # Captain EHAZMSMIZEE EHERE >R (Nodes)
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B4R R VIR

i. BFEEMRT RN Shell, REHITUTHS:

systemctl start kubelet

ji. MALATHRSWIE kubelet FRBIRTS,

systemctl status kubelet

fiA kubelet HEIRE A active,

IR Kubelet BPRESARZE active, MERUW THSESE kubelet BE1EE:

journalctl -u kubelet

2. IREWEMEN LSRR,

Kubelet Ba5M/E, BR<BE, EFEALFTM. WoILIE Master B R LB AT GRSHIAE
NEEIRE:
o #iAi&H Not Ready BT = :
#kubectl get node
NAME STATUS ROLES AGE VERSION
1O o =% o 5 , 241 Ready <none> 110d  v1.20.0
100.** **_242 Ready <none> 110d  v1.20.0
100.**  *x* 243 Ready <none> 110d v1.20.0
10O , =% , = , 244l Ready <none> 110d v1.20.0
100.** . **x 177 Ready <none> 88d v1.20.0
o BEERABHEI Ready R, BAETFHET A1 Pod:
#kubectl get pod -A -o wide | grep -vP '\s+([1-9]+[\d]*)\/\1\s+"'
NAMESPACE NAME RE
ADY STATUS RESTARTS AGE NODE
NOMINATED NODE READINESS GATES
dc-accountbook dc-accountbook-bpaastest-0-jhk2r 0/1 Completed
0 2d18h 100.83.84.31 10O o = . ¥ , 1QQ <none>
dc-acvip dc-acvip-acviptest-0-djviw 0/1
Completed 0 46h AL s o 3 AL, W, W )
2 <none> <none>
dc-aks dc-aks-akstest-0-ggnrm 0/
1 Completed 0 100, %%, %% 132 100.*
8, BW 2 <none> <none>
N
ZERWIE
£ Captain BHEEETRREN B8R, AERSH oIHEE.
> XASARA: 20221021 13
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#hFE i E8
ZEMANENERR, BEERE belet REXEHSH. SRESTLMENERABHNRT ISR

BEEH restart=always
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3. EMARSS
3.1. NTP [REZtTHEKRE

HENEN—RESPHERSHREER, FARKTZNERLRREARRSHNEE, NERRENER
MRIFEFRREENE, MEENERKFBEESE—HERS[ERRNBERT, NTPRSEKAETRE
¥, SENNRSAGHZABFEBHFHTHEXNEEERF, URHEBA—BSSBRARTH, AXN

ZIN{ITHEE NTP RSN o] B,

MIRN SR RBE F A EEREH0 opsT. ops2 fEAEBENERE NTP fRSS3%, LiFERMAFE NTP BRSS

2%, MERFSEAECSHNTPRSE, TERMES,
BESR

1. &R ops Hl2&.

2. ERNTHLRERMEYIENE NTP BRSS!

ssh <username>@<¥J¥B#| IP> "ntpg -p"

Bl
ssh root@l00.**.** 254 "ntpg —-p"
remote refid st t when poll reach delay offset Jitter
LOCAL (0) .LOCL. 10 1 66d 64 0 0.000 0.000 0.000
10, =%, %% . 230 .INIT. 16 u = 64 0 0.000 0.000 0.000
10 =%, %% 231 .INIT. 16 u = 64 0 0.000 0.000 0.000
dnslvsl.cmlO.tb .INIT. 16 u = 64 0 0.000 0.000 0.000
ntp-12-corpl.cm .INIT. 16 u = 64 0 0.000 0.000 0.000
10, %% %%, 29 LINIT. 16 u = 64 0 0.000 0.000 0.00
0
10, %%, %%, 30 .INIT. 16 u = 64 0 0.000 0.000 0.00
0
10, 5% %%, 43 .INIT. 16 u = 64 0 0.000 0.000 0.00
0
10.**.*x*_124 .INIT. 16 u = 64 0 0.000 0.000 0.000
+timed.aliyun.co 10.**.**.7 70 256 216 23.456 0.114 0.754
-time5.aliyun.co 10.**.**_ 86 201 256 377 20.636 0.168 1.519
SHORA:
2% iEA
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remote

refid

st

when

poll

reach

delay

offset

jitter

XER

5 B3

I RLXMERE) NTP RSS2 89 IP 3 Bk, BRETIEER

5:
o BS (*) : MNBHNRBEH NTP RS,
° MS (+) : MEEEIERE NTP RS,
° WS (-) : MEBEHNAEE NTP RSEE.
o ZH&: RAMNEWH NTP RS,

NTP RS HREANES —RRSB[/HER.

VINIT.  FRREEARLE L NTP RS,

ETEINRZiE KA NTP BRSEZ 2451,

E—RENBERZEEHRER, 24 B,

KRR SFELSNNBER, 24 B,

MIREE NTP B, pollER/N, BRFFBEALSHIAERX,

EHEUUTRARE

BEGS R

EHNEEEE. 2/& poll ERERER, BFIMEREMSI RN,

AR EBEMRSREER, B— 1/ UHE, SRNEE—XRENE

MBI,

WAL X E L ZRE] NTP AR5 2[RI,

EHEI NTP By RS SFRELS I ERNEERFEEE. 847 28,

offset #iZEix 0, EHA NTP BRSSRRHV0Y (BEEIER,

Gt T EREMELREEHE offset FINHBER. XPMHENLXE

/N, EVRE RS,

H1T NTP RSB uTAMRERN, FXEUTEH:
e remote: R#E[E ntpl & ntp2 BPEE, AR OIEEZIEQEIBFA—/ NTP R,
o refid: NTP RS BERANES—RIRF B/ AT NTPIE,
o offset: F#5 NTP BHERNREENTE 1s A,

> MAYRRA: 20221021
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ERMYEBHES NTPIRESMKNZERK, thEE ntpdate WLSFHHTNERLS.
ntpdate -u <NTP fRS32§ 1p>

MRA—S RNV BN NTP RSS8 LiE, ROSUM. ELHF NTPRSRFEN, SSHESH etcd
PREBARE, BHIEM k8s EHATR., FIUAEEFEEALS AN NTP IRSHRIEN LE,

£/ Chronyd {E A B B E % RS

MEHRER Chronyd EANBIRFEZIRS, EFER chronyc sources -v & EEFS NTP iR IR
®BE

3.2. DNS [RGB oJHEEE

DNS BRSZ5EZEH T PIRERFAE, B OH (FRA. RMS F) 124t DNS @325, EFPoILUE
W T8 DNS BRSS, RN XLERSZHITIHIE . AXNBAMEIRS DNS fRSSHTIKE

BESR

1. @E—Z—WF)’TEE’\]H,'%E’\J /etc/resolv.conf o

/etc/resolv.conf RIZ435ME ADNS BUiiik (INRE VIP, NHZE VIP ik, SN EWEHLHbIE)

2. BRZREE—ENE, RITNTHS:
dig <domain-name>

HE

nslookup <domain-name>

<domain-name> ] LA2{EE7E ADNS 58984
xR
R 45 iR O IP ik NISERR DNS RSB IEE .

> MAYRRA: 20221021 17



© 2852, AntStack Plus EHEHEE- T

4.0
4.1. FFmZEH

HEBEREY, BILATH Global Aoy, HBIEENIEERBES DT Local KB, =iF Global £
EEBNEARNL, FHEAGNTRITHIBENRETIE, MRERXETHIEFIELNREBRFR. &
% Global 1B =i Local KIEZ BB MR A RBTEE, FRNEHE Local KIEZBMEMY, BERE
0,

RBRHM

SHARAGIISE T EAEZFNEMAR, I mPaaS, SOFA %£; TE®E AKEZR4EFES (AKE3)
BMAREE (MYEHL. ECS. OpenStack%) T laaS Z5., =HAMESRERE. SREE. BE
TEEERTENTmASHIZHEIRE,

P& = a3 At
AntCode

— s0FA

_— e e e e - - e
;_ =omm AntStack Plusm= /2 E X Ea 1
BARS
(=R o o I |
| EEEETE a I
r———
| 3 T, an !
| |5 e ' ZiPius Local | TIEGE FHEEE B%iakE i
Y xoneEs 9— -------------- |
I ‘.' Eﬁxﬁiﬁ_%iﬂ ______ P B E 2B 2 - 2E Al Al N B HRBEE I
| _®BATE i) 7 iR R
I fﬁﬂiﬂ . L} -_— L] -_— L] -_— L] - T . L] -' I
AR
i ; : '
ZHERTTHE iIaaS | I
I - |
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WO AERNLBEERE 2 N miff Local WEIAR, NMRENBERURIBERER., EEHIEEEIRNER
RDS. OceanBase 3 XDB S RLMHBUEEERE L. MHEN = Local #BEEXE, REETEREHERN,
FTEKEEREEE.

Region

4.2. Z%HE

AXNBTHENRGEBEFRER,

ASFE#HER
AEER A&KE A&t
_ - /home/admin/logs/apyunging/common R
EQ%BEEILA -error.log %EEIL‘J\ ﬁ“H:‘lo
WERE /home/admin/logs/apyunging/biz- WERXEE.
resource.log
/home/admin/logs/apyunging/activity- NN
& SR
= F default.log ESREEREEX,
EEEHASE /home/admin/logs/apyunging/activity- S REEMNR,

event.log
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BHEZR HEEEZ H&iH A
sSHERAE /home/admin/logs/apyunging/app- BHCERARL

param.log

/home/admin/logs/apyunging/sofa-

SOFA EZE B & SOFA HEZRHHX HAR.
default.log
/home/admin/logs/apyunging/orch- — .
HIAE miniogs/apyanaing EHEHRARXAS.
execute-digest.log
. /home/admin/logs/apyunging/thread- . .
KRR nefadmin/iogs/apyunaing SRKEEXAS.
monitor-digest.log
FEHENA
—REIXRBAE
HEBE: /home/admin/logs/apyunging/common-error.log
BERE: SREEHY, —RATEURERA,
o R 1: BEIEREM
2021-06-22 00:08:29,757 [ - /// - ] ERROR render.LBVariableExpRender - [] Failed to rend

er context, context: RenderTemplate[env=730420210201160340948850000; templateKey=com alipa
y confreg url;template=#if (${res.MS.lb.confreg-lb-1.vip.exist})${res.MS.1lb.confreg-1b-1.
vip} #else @com alipay confreg url@ #end;prodCode=APIGATEWAY;prodVersion=1.10.0;prodInsta
nceVersionId=null;appName=apigateway; index=null;deploymentUnitInstanceIldentity=null; ]

java.lang.NullPointerException: null

FEFR: WHNRFEECE. $URER.
BEAPR: SERPNERRSCIERI.
o ~ffl 2: webshell JE#ZB

2021-06-22 02:11:09,360 [c0aB80501162432780384857244595 0 - /// - ] ERROR webshell.K8sWebs
hellController -
java.io.IOException: java.util.concurrent.ExecutionException: java.net.SocketException: B
roken pipe (Write failed)

at org.apache.tomcat.websocket.WsRemoteEndpointImplBase.startMessageBlock (WsRemot
eEndpointImplBase.java:277) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.WsSession.sendCloseMessage (WsSession.java:510) ~[t
omcat-embed-websocket-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.WsSession.onClose (WsSession.java:464) ~[tomcat-emb
ed-websocket-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.WsFrameBase.processDataControl (WsFrameBase.java:34
2) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.WsFrameBase.processData (WsFrameBase.java:284) ~[to
mcat-embed-websocket-7.0.57.jar:7.0.57]
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at org.apache.tomcat.websocket.WsFrameBase.processInputBuffer (WsFrameBase.java:13
0) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.server.WsFrameServer.onDataAvailable (WsFrameServer
.java:56) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.server.WsHttpUpgradeHandler$WsReadlListener.onDataA
vailable (WsHttpUpgradeHandler.java:203) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

at org.apache.coyote.httpll.upgrade.AbstractServletInputStream.onDataAvailable (Ab
stractServletInputStream.java:203) ~[?:?]

at org.apache.coyote.httpll.upgrade.AbstractProcessor.upgradeDispatch (AbstractPro
cessor.java:92) ~[?:?]

at org.apache.coyote.RAbstractProtocol$AbstractConnectionHandler.process (AbstractP
rotocol.java:609) ~[?:?]

at org.apache.tomcat.util.net.JIoEndpoint$SocketProcessor.run (JIoEndpoint.java:31
4) ~[?:7?]

at java.util.concurrent.ThreadPoolExecutor.runWorker (ThreadPoolExecutor.java:1142

) [2:1.8.0 131]

at java.util.concurrent.ThreadPoolExecutor$Worker.run (ThreadPoolExecutor.java: 617
) [2:1.8.0 131]

at org.apache.tomcat.util.threads.TaskThread$SWrappingRunnable.run (TaskThread. java
:61l) ~[?2:?]

at java.lang.Thread.run(Thread.java:748) [?:1.8.0 131]
Caused by: java.util.concurrent.ExecutionException: java.net.SocketException: Broken pipe
(Write failed)

at org.apache.tomcat.websocket.FutureToSendHandler.get (FutureToSendHandler.java:l
02) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.WsRemoteEndpointImplBase.startMessageBlock (WsRemot
eEndpointImplBase.java:272) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

15 more

Caused by: java.net.SocketException: Broken pipe (Write failed)

at java.net.SocketOutputStream.socketWriteO (Native Method) ~[?:1.8.0 131]

at java.net.SocketOutputStream.socketWrite (SocketOutputStream.java:111) ~[?:1.8.0
_131]

at java.net.SocketOutputStream.write (SocketOutputStream.java:155) ~[?:1.8.0 131]

at org.apache.coyote.httpll.upgrade.BioServletOutputStream.doWrite (BioServletOutp
utStream.java:38) ~[tomcat-embed-core-7.0.57.jar:7.0.57]

at org.apache.coyote.httpll.upgrade.AbstractServletOutputStream.writeInternal (Abs
tractServletOutputStream.java:153) ~[tomcat-embed-core-7.0.57.jar:7.0.57]

at org.apache.coyote.httpll.upgrade.AbstractServletOutputStream.write (AbstractSer
vletOutputStream.java:121) ~[tomcat-embed-core-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.server.WsRemoteEndpointImplServer.onWritePossible (
WsRemoteEndpointImplServer.java:95) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.server.WsRemoteEndpointImplServer.doWrite (WsRemote
EndpointImplServer.java:82) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.WsRemoteEndpointImplBase.writeMessagePart (WsRemote
EndpointImplBase.java:447) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.WsRemoteEndpointImplBase.startMessage (WsRemoteEndp
ointImplBase.java:338) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

at org.apache.tomcat.websocket.WsRemoteEndpointImplBase.startMessageBlock (WsRemot
eEndpointImplBase.java:267) ~[tomcat-embed-websocket-7.0.57.jar:7.0.57]

15 more

FEFRRA: websocket EEBE, REEIE.
RARFR: TEAE,

> MAYRRA: 20221021 2



© 8888, AntStack Plus BHISE =i

o B 3: HBHEEWR

2021-06-22 02:13:15,098 [ - /// - ] ERROR v3.FacadelInterceptor - [] Invoke $Proxyl28fque
ryAppDeployParamRenderDiff exception, params: [AppDeployParamRenderDiffRequest [env=7304202
10201160340948850000; branchOne=730420210602181514682740000; branchTwo=BASELINE; prodCode=PO
NTUS;prodVersion=3.5.0;prodInstanceVersionId=null; appName=agentregistry;operator=null; for
ce=false;],]

org.springframework.jdbc.UncategorizedSQLException:

### Error querying database. Cause: java.sql.SQLException: Error writing file '/tmp/MYlg
3B8f' (Errcode: 28 - No space left on device)

### The error may exist in template-sqgl.xml

### The error may involve defaultParameterMap

### The error occurred while setting parameters

FERR: MENHEZEH,
R BEHEETE, BREHXHG.,
o 4 WHBERE

2021-06-22 03:00:02,863 [c0a80501162433080284131414595 0 - /// - ] ERROR interceptor.Faca
deInterceptor - [c0a80501162433080284131414595] Invoke OpsPlanFacadeImpl#cancel exception
, params: [OpsPlanCancelRequest [opsPlanId=73040001526558; submitterId=mockId;submitterSourc
eUserId=mockId; submitterName=mockId; submitterLoginName=mockId; submitterWorkNo=null; submit
terNickN

ame=null; submitterRealName=null; force=false;scene=73045012;bizNo=90982a69-4187-42dd-94ce-
1a49202256ee; fromApproval=false;], ]
cn.com.antcloud.common.exception.inner.CommonInnerException: [SYSTEM, ERROR, ] - Possible
Exception Location: cn.com.antcloud.common.infrastructure.interceptor.CommonInterceptor.i
nvoke (CommonInterceptor.java:39), Reason: (Y, AC15073045012), ﬁﬁﬁﬁﬂi‘ﬁ?&ﬂi, placeholder=

yunyoutest.cmd.ops.OpsPlanCancelCmd.ReleaseSingleCancelFailed, params=[] Cause: cn.com.an
tclou
d.common.exception.biz.BusinessException: [AC15173200414039 (ERROR, BUSINESS, , )] - Possi

ble Exception Location: cn.com.antcloud.common.infrastructure.interceptor.CommonIntercept
or.invoke (CommonInterceptor.java:39), Reason: (Y, null), failed to cancel nodes Cause: cn
.com.antcloud.common.exception.biz.BusinessException: [AC15173200417039 (ERROR, BUSINESS,
;)] - P

ossible Exception Location: cn.com.antcloud.common.infrastructure.interceptor.CommonInter
ceptor.invoke (CommonInterceptor.java:39), Reason: (Y, null), cancel failed to acquire loc
k, node 73040001526558 has no process instance binding, {O=cancel, 1=73040001526558}, , c
n.com.antcloud.common.exception.biz.BusinessException: [AC15173200417039 (ERROR, BUSINESS,
DN

Possible Exception Location: cn.com.antcloud.common.infrastructure.interceptor.CommonInte
rceptor.invoke (CommonInterceptor.java:39), Reason: (Y, null), cancel failed to acquire lo
ck, node 73040001526558 has no process instance binding, {0O=cancel, 1=73040001526558},

TEFRA: LESEBERE,
BRAER: RBERENEEEDHTLE, MRTELE, BRRRAEER,

WHEHE
AEERR: /home/admin/logs/apyunging/biz-resource.log

AERE: WSASEY, ERERWVSAXEFOROBER, RUEESHALARENMD)Z,
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F58E

BEERZ: /home/admin/logs/apyunging/activity-default.log

BEGRE: KENE=AESREERAS, TERRHAFRARER.

BERA:
2021-06-21 14:01:22,323 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Starting
up the default async job executor [org.activiti.engine.impl.asyncexecutor.DefaultAsyncJobEx
ecutor] .
2021-06-21 14:01:22,332 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Creating
thread pool queue of size 100
2021-06-21 14:01:22,332 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Creating
executor service with corePoolSize 20, maxPoolSize 30 and keepAliveTime 5000
2021-06-21 14:01:22,352 [ - /// - 1 INFO asyncexecutor.AcquireAsyncJobsDueRunnable - {} s
tarting to acquire async jobs due
2021-06-21 14:01:22,360 [ - /// - 1 INFO asyncexecutor.AcquireTimerJobsRunnable - {} star
ting to acquire async Jjobs due
2021-06-21 14:01:22,380 [ - /// - 1 INFO asyncexecutor.ResetExpiredJobsRunnable - {} star
ting to reset expired jobs
2021-06-21 14:16:52,526 [ - /// - 1 INFO impl.ProcessEngineImpl - ProcessEngine default c
reated
2021-06-21 14:16:52,532 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Starting
up the default async job executor [org.activiti.engine.impl.asyncexecutor.DefaultAsyncJobEx
ecutor] .
2021-06-21 14:16:52,538 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Creating
thread pool queue of size 100
2021-06-21 14:16:52,539 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Creating
executor service with corePoolSize 20, maxPoolSize 30 and keepAliveTime 5000
2021-06-21 14:16:52,544 [ - /// - 1 INFO asyncexecutor.AcquireAsyncJobsDueRunnable - {} s
tarting to acquire async jobs due
2021-06-21 14:16:52,546 [ - /// - 1 INFO asyncexecutor.AcquireTimerJobsRunnable - {} star
ting to acquire async jobs due
2021-06-21 14:16:52,573 [ - /// - 1 INFO asyncexecutor.ResetExpiredJobsRunnable - {} star
ting to reset expired jobs
2021-06-21 14:53:24,484 [ - /// - ] INFO impl.ProcessEngineImpl - ProcessEngine default c
reated
2021-06-21 14:53:24,490 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Starting
up the default async job executor [org.activiti.engine.impl.asyncexecutor.DefaultAsyncJobEx
ecutor] .
2021-06-21 14:53:24,494 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Creating
thread pool queue of size 100
2021-06-21 14:53:24,494 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Creating
executor service with corePoolSize 20, maxPoolSize 30 and keepAliveTime 5000
2021-06-21 14:53:24,499 [ - /// - 1 INFO asyncexecutor.AcquireAsyncJobsDueRunnable - {} s
tarting to acquire async jobs due
2021-06-21 14:53:24,499 [ - /// - 1 INFO asyncexecutor.AcquireTimerJobsRunnable - {} star
ting to acquire async jobs due
2021-06-21 14:53:24,543 [ - /// - 1 INFO asyncexecutor.ResetExpiredJobsRunnable - {} star

ting to reset expired jobs

2021-06-21 15:06:23,588 [ - /// - ] INFO deployer.BpmnDeployer - Process deployed: {id: _
ROOT73040000068308:1:320004, key: ROOT73040000068308, name: null }

2021-06-21 15:13:09,050 [ - /// - ] INFO deployer.BpmnDeployer - Process deployed: {id: _
ROOT73040000068463:1:320222. kev: ROOT73040000068463. name: null }
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2021-06-21 15:21:07,614 [ - /// - ] INFO deployer.BpmnDeployer - Process deployed: {id:
ROOT73040000068619:1:320440, key: ROOT73040000068619, name: null }

2021-06-21 15:35:52,197 [ - /// - ] INFO deployer.BpmnDeployer - Process deployed: {id:
ROOT73040000068775:1:320658, key: ROOT73040000068775, name: null }

2021-06-21 15:45:33,031 [ - /// - ] INFO deployer.BpmnDeployer - Process deployed: {id: _
ROOT73040000068930:1:320876, key: ROOT73040000068930, name: null }

2021-06-21 15:51:28,319 [ - /// - ] INFO deployer.BpmnDeployer - Process deployed: {id: _
ROOT73040000069085:1:321094, key: ROOT73040000069085, name: null }

2021-06-21 16:07:56,155 [ - /// - 1 INFO impl.ProcessEngineImpl - ProcessEngine default c
reated

2021-06-21 16:07:56,159 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Starting
up the default async job executor [org.activiti.engine.impl.asyncexecutor.DefaultAsyncJobEx
ecutor] .

2021-06-21 16:07:56,163 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Creating
thread pool queue of size 100

2021-06-21 16:07:56,163 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Creating
executor service with corePoolSize 20, maxPoolSize 30 and keepAliveTime 5000

2021-06-21 16:07:56,179 [ - /// - 1 INFO asyncexecutor.AcquireAsyncJobsDueRunnable - {} s
tarting to acquire async jobs due

2021-06-21 16:07:56,207 [ - /// - 1 INFO asyncexecutor.AcquireTimerJobsRunnable - {} star
ting to acquire async jobs due

2021-06-21 16:07:56,216 [ - /// - 1 INFO asyncexecutor.ResetExpiredJobsRunnable - {} star
ting to reset expired jobs

2021-06-21 16:13:19,847 [ - /// - ] INFO deployer.BpmnDeployer - Process deployed: {id: _
ROOT73040000069240:1:322509, key: ROOT73040000069240, name: null }

2021-06-21 18:07:05,764 [ - /// - 1 INFO dimpl.ProcessEngineImpl - ProcessEngine default c
reated

2021-06-21 18:07:05,773 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Starting
up the default async job executor [org.activiti.engine.impl.asyncexecutor.DefaultAsyncJobEx
ecutor] .

2021-06-21 18:07:05,777 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Creating
thread pool queue of size 100

2021-06-21 18:07:05,777 [ - /// - 1 INFO asyncexecutor.DefaultAsyncJobExecutor - Creating

executor service with corePoolSize 20, maxPoolSize 30 and keepAliveTime 5000

2021-06-21 18:07:05,785 [ - /// - 1 INFO asyncexecutor.AcquireAsyncJobsDueRunnable - {} s
tarting to acquire async jobs due

2021-06-21 18:07:05,789 [ - /// - 1 INFO asyncexecutor.AcquireTimerJobsRunnable - {} star
ting to acquire async Jjobs due

2021-06-21 18:07:05,831 [ - /// - 1 INFO asyncexecutor.ResetExpiredJobsRunnable - {} star
ting to reset expired jobs

2021-06-21 20:18:11,157 [ - /// - ] INFO deployer.BpmnDeployer - Process deployed: {id:
ROOT73040000069395:1:325009, key: ROOT73040000069395, name: null }

ESEHAE

BEKREZ: /home/admin/logs/apyunging/activity-event.log

HEGRE: RENE=AESRAEERAS, TERRHAFRARER.
BERA:

2021-06-21 14:01:22,591 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:22 CST 2021 process: 312505 execution: 310453 entity: 315002#JobEntityImpl cre
ated
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2021-06-21 14:01:22,591 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:22 CST 2021 process: 312505 execution: 310453 entity: 315002#JobEntityImpl ini
tialized
2021-06-21 14:01:32,618 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:32 CST 2021 process: 312505 execution: 310453 entity: 315002#JobEntityImpl del
eted
2021-06-21 14:01:32,651 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:32 CST 2021 process: 312505 execution: 310453 job: 315002 succeed
2021-06-21 14:01:34,007 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:34 CST 2021 process: 312505 execution 315003 of activity null created
2021-06-21 14:01:34,011 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:34 CST 2021 process: 312505 execution 315003 of activity null initialized
2021-06-21 14:01:34,125 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:34 CST 2021 process: 312505 execution 310453 of activity 73040000067478 delet
ed
2021-06-21 14:01:34,143 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:34 CST 2021 process: 312505 activity: 73040000067478 started
2021-06-21 14:01:34,151 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:34 CST 2021 process: 312505 execution 315005 of activity null created
2021-06-21 14:01:34,151 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:34 CST 2021 process: 312505 execution 315005 of activity null initialized
2021-06-21 14:01:34,151 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:34 CST 2021 process: 312505 activity: 73040000067531 started
2021-06-21 14:01:34,160 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:34 CST 2021 process: 312505 activity: 73040000067531 completed
2021-06-21 14:01:34,170 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:34 CST 2021 process: 312505 activity: 73040000067531 p started
2021-06-21 14:01:34,171 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:34 CST 2021 process: 312505 activity: 73040000067531 p completed
2021-06-21 14:01:35,129 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 activity: 73040000067532 started
2021-06-21 14:01:35,152 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 activity: 73040000067532 completed
2021-06-21 14:01:35,153 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution 315009 of activity null created
2021-06-21 14:01:35,153 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution 315009 of activity null initialized
2021-06-21 14:01:35,192 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution 315005 of activity 73040000067479 delet
ed
2021-06-21 14:01:35,194 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution: 315009 entity: 315010#JobEntityImpl cre
ated
2021-06-21 14:01:35,194 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution: 315009 entity: 315010#JobEntityImpl ini
tialized
2021-06-21 14:01:35,402 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution: 315009 entity: 315010#JobEntityImpl del
eted
2021-06-21 14:01:35,407 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution: 315009 job: 315010 succeed
2021-06-21 14:01:35,451 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution 315011 of activity null created
2021-06-21 14:01:35,452 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
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un 21 14:01:35 CST 2021 process: 312505 execution 315011 of activity null initialized
2021-06-21 14:01:35,546 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution 315009 of activity 73040000067479 delet
ed
2021-06-21 14:01:35,546 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 activity: 73040000067479 started
2021-06-21 14:01:35,546 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution 315013 of activity null created
2021-06-21 14:01:35,546 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution 315013 of activity null initialized
2021-06-21 14:01:35,547 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 activity: 73040000067535 started
2021-06-21 14:01:35,547 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 activity: 73040000067535 completed
2021-06-21 14:01:35,547 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 activity: 73040000067535 p started
2021-06-21 14:01:35,547 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 activity: 73040000067535 p completed
2021-06-21 14:01:35,656 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution: 315013 entity: 315016#JobEntityImpl cre
ated
2021-06-21 14:01:35,656 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution: 315013 entity: 315016#JobEntityImpl ini
tialized
2021-06-21 14:01:35,866 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution: 315013 entity: 315016#JobEntityImpl del
eted
2021-06-21 14:01:35,874 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 execution: 315013 job: 315016 succeed
2021-06-21 14:01:35,876 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:35 CST 2021 process: 312505 activity: 73040000067480 started
2021-06-21 14:01:36,148 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 activity: 73040000067469 er error received
2021-06-21 14:01:36,256 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 activity: 73040000067480 cancelled
2021-06-21 14:01:36,258 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 execution 315013 of activity 73040000067480 delet
ed
2021-06-21 14:01:36,293 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 activity: 73040000067479 cancelled
2021-06-21 14:01:36,305 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 execution 315011 of activity 73040000067479 delet
ed
2021-06-21 14:01:36,364 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 activity: 73040000067478 cancelled
2021-06-21 14:01:36,364 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 execution 315003 of activity 73040000067478 delet
ed
2021-06-21 14:01:36,393 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 activity: 73040000067471 cancelled
2021-06-21 14:01:36,394 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 execution 312526 of activity _73040000067471 delet
ed
2021-06-21 14:01:36,419 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
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un 21 14:01:36 CST 2021 process: 312505 activity: 73040000067470 cancelled

2021-06-21 14:01:36,419 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 execution 312518 of activity 73040000067470 delet
ed

2021-06-21 14:01:36,453 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 activity: 73040000067469 cancelled
2021-06-21 14:01:36,453 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J

un 21 14:01:36 CST 2021 process: 312505 execution 312510 of activity 73040000067469 delet
ed

2021-06-21 14:01:36,459 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 activity: 73040000067469 er completed

2021-06-21 14:01:36,459 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 activity: 73040000067512 started

2021-06-21 14:01:36,464 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 activity: 73040000067512 completed

2021-06-21 14:01:36,515 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J

un 21 14:01:36 CST 2021 process: 312505 execution 312512 of activity 73040000067512 delet
ed

2021-06-21 14:01:36,606 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 execution 312505 of activity null deleted
2021-06-21 14:01:36,606 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [] Mon J
un 21 14:01:36 CST 2021 process: 312505 completed with root execution: 312505

2021-06-21 15:06:23,774 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [6458961

£1624259174743824397463] Mon Jun 21 15:06:23 CST 2021 process: 320005 execution 320005 of a
ctivity null created

2021-06-21 15:06:23,775 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [6458961
£1624259174743824397463] Mon Jun 21 15:06:23 CST 2021 process: 320005 execution 320005 of a
ctivity null initialized

2021-06-21 15:06:23,775 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [6458961
£1624259174743824397463] Mon Jun 21 15:06:23 CST 2021 process: 320005 execution 320006 of a
ctivity null created

2021-06-21 15:06:23,775 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [6458961
£1624259174743824397463] Mon Jun 21 15:06:23 CST 2021 process: 320005 execution 320006 of a
ctivity null initialized

2021-06-21 15:06:23,793 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [6458961
£1624259174743824397463] Mon Jun 21 15:06:23 CST 2021 process: 320005 started with root exe
cution: 320006

2021-06-21 15:06:23,822 [ - /// - 1 INFO activiti.DefaultActivitiEventListener - [6458961
£1624259174743824397463] Mon Jun 21 15:06:23 CST 2021 process: 320005 activity: 7304000006
8352 started

A&EFE

XFEEEHMEE, ENESEHMBE, FEMARKEN: /home/adnin/bin/zclean.sh ,

crontab -1 -u admin
* * % * *x  /pin/bash /home/admin/bin/zclean.sh >> /home/admin/logs/zclean.log 2>&l

4.3. JR55 K46

TiFERNEEE
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IBHESR- Tl

ERzl Local, RESRREINGE,
XEom:

o XA Tab ;|
o FFREZ Tab &,
o MRFRIFER,
o FREL-FRIFBER.
KiER:
EREUEERD, TRE.

o

apyunqging 838 REHBRESE
£ apyunqing B =M EHTN THS:

docker exec -it <id> /bin/bash

tsar --cpu
tsar --mem
tsar --partition

netstat -an |grep 81

XER:

SOEm

tsar CPU EF1H)

tsar RTEEAR

tsar HEERRE

I O M5 9%

HEEZEIN

i8R

CPU ERERAEE 90%.

NEERAEAEE 90%,

WRERARAEE 90%

81 i O IEF K,

ERFSLEIMEE, ZHFATHE, BEAATANSEBTHE,

° EE common-error.log E|/:L|\,=\, *E?Eﬂﬁ‘ﬂ"] Error E|,=L'\,=\\

o {FM ps -efigrep java WMOLBBEWESHEREEE, 5AFE, TERHE,

docker restart <ZmiFASs ID>

TR, FEE

Py
=

n—R

£R
780N

oJRiEe
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o ROIPAEY  docker inspect wms EEJ&V& J\.E*;%;F%j‘] OooOM %ﬁ?‘éf?ﬂo

4.4. ENizHiF =
4.4.1. = I o) &5
AXNB=HENENEETS.

% I 5 SR HE 2

1. EETHFARRBENESES, —RUEMERBHEE. HIMSLHERER. HEE. ARALEE
REE. HRANRBESHOXK,

2. MBRESHEGERBERAT, EFE=HEH  common-error.log A, REASHNERLE,
3. MREEMAART, B Captain EEEEEX Pod BIRZA. Event B, AEEISHESHRE—
BE,

4. 1R Pod R/ BEINE, WIPKENERZIEX Controller BHTgeH M TRE, TEXLAHKERIE
BT,

BRERRREEREMA Controler XIZHAR, EERXEAHREFERE. AHRkEZE, EXT
HERAE,

FEp@ESE:
1. BRPREEEHNRESRR. RARIERK.
2. BB TR, RUAKRE,
tl& LB BRN KL
i) PR

> MAEMRAN: 20221021 29



© 2882, AntStack Plus

BYEERE- Tl

2 BRRNENARE, EFEATATNTEAR:

WiITE®E

B&:

Thu May 20
Thu May 20

at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at

BUFRIb: i

@®© 12 % 2021-05-20 07:44:17 ~ 2021-05-20 07:44:29

ESLETX

07:44:28 CST 2021[] LB related k8s service created :ServicelapiVersion=v1;kind=Service;metadata=0bjectMetalannotations={netw
07:44:28 CST 2021[] LB auto created by ccm. vip is :11.124.65.84

java.lang.RuntimeException: Query loadbalancer by tags failed failed, err: Can not find endpoint to access.

com.alipay.cloud.apyunqing.biz.resource.util.AcsClientHelper.AcsClientHelperImpl.queryLbByTags(AcsClientHelperImpl.java:196)
sun. reflect.NativeMethodAccessorImpl.invoke®(Native Method)

sun. reflect.NativeMethodAccessorImpl. invoke(NativeMethodAccessorImpl. java:62)

sun. reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl. java:43)

java.lang.reflect.Method. invoke(Method. java:498)
com.alipay.sofa.runtime.service.binding.JvmBindingAdapter$lvmServiceInvokers$l.call(JvmBindingAdapter.java:138)
com.alipay.ambush.catalog.AbstractCatalog.doIntercept(AbstractCatalog.java:251)
com.alipay.ambush.api.AmbushRPCUtil.invokeClient(AmbushRPCUtil. java:80)
com.alipay.sofa.runtime.service.binding.JvmBindingAdapter$JvmServiceInvoker.doInvoke(JvmBindingAdapter.java:141)
cnm.alipay.sofa.runtime.spi.component.darvicePrnxy.invnke(ServiceProxy.}ava:BS)
com.alipay.sofa.runtime.spi.component.ServiceProxy.invoke(ServiceProxy.java:25)

org.springframework.aop. framework.ReflectiveMethodInvocation.proceed(ReflectiveMethodInvocation.java:179)
org.springframework.aop. framework.JdkDynamicAopProxy. invoke (JdkDynamicAopProxy.java:213)

com. sun.proxy.$Proxy687.queryLbByTags(Unknown Source)
com.alipay.yunyou.biz.service.processor.lb.AliYunSlbProcessor.parseLbResourceIdFromService(AliYunS1lbProcessor.java:53)
com.alipay.yunyou.biz.service.handler.1b.CloudNativeLbCustomizedCreateHandler.asyncMonitor(CloudNativeLbCustomizedCreateHand
com.alipay.yunyou.biz.service.handler.lb.CloudNativeLbCustomizedCreateHandler.asyncMonitor(CloudNativeLbCustomizedCreateHand
com.alipay.yunyou.biz.service.engine.diffrun.DiffAndRunEngine.monitor(DiffAndRunEngine.java:173)
com.alipay.yunyou.biz.service.engine.asyncmonitor.AsyncMonitorEngine$l.doInTransactionWithoutResult(AsyncMonitorEngine. java
org.springframework.transaction.support.TransactionCallbackWithoutResult.doInTransaction(TransactionCallbackWithoutResult.ja
org.springframework.transaction.support.TransactionTemplate.execute(TransactionTemplate.java:133)
com.alipay.yunyou.biz.service.engine.asyncmonitor.AsyncMonitorEngine.monitor(AsyncMonitorEngine.java:69)

e 2 SR A

ZFEREEIR, SEEENNBARRES AP

BRTE:

R\AERER, REZFNEXEE, HEEHREE,

FREMUA:  nttp://(EFHEB) :81/envs/ {envId} /system-settings , BEIT:

® 1B REGION KEY

® aliyun vpc id

® aliyun access key

® aliyun access_key secret (MEZFH)

® aliyun slb endpoint

® aliyun slb host

® aliyun cloud instance type

® aliyun cloud uid

XESHENNBEZEEKRE, BEITRE,
MEREtIEN Sidecar BXES N KH
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i
&

AR :

@B Sidecar BF—HF, BIEERAY Pod F7E 3 1MNE&H.
o) R A :

178 Sidecar KiFMR.

RRGTE:

FHERSRER, RIELBNT:

1. BELERN Sidecar &,

kubectl get sidecarsets.apps.kruise.io

EERKMNEBERNFES ) Sidecar &R, MEFR:

junbo@B-54LWMD6R-2048 kubeconfig % k get sidecarsets.apps.kruise.io
NAME MATCHED UPDATED READY
asp-mpaas-mcube-2410-mcube 2
asp-mpaas—-mdsweb-1328-mdsweb

2
asp-mpaas-mgs—-13412-mpaasgw %]
asp-mpaas-mps-1192-mcometgw e
asp-mpaas-mps—-1192-yunpushcore (%)
asp-mpaas-mss—111@-msyncZ2 2
asp-mpaas-mss—-193-msync2 2
asp-mproxy-12Z2-mproxy 2
asp-sidecartest2-100-chmappcenter 4
asp-yunyoutest2-111@-promethus2 e
sidecartest-100-apptest %]
yunyoutest-mpaas-mas-9178-mpaas—-mdap %]
yunyoutest-sidecartest2-10@0-chmappcenter (%]

2. MRBEHSZEN Sidecar &R,

OO OO PFPNNNOIDONN
O OO OINHF OEEDDODNN

kubectl delete sidecarsets.apps.kruise.io asp-mpaas-mss-193-msync?2

3. MR Pod, EE# stateful EFEIE.

kubectl delete po -n asp-mpaas-mssasp-mpaas-mss-msync2-0 asp-mpaas-mss-msync2-

4. EEF Pod K7,

kubectl get po -n asp-mpaas-mss

Pod RSELXIER, MEPRR:

1

AGE
12m
12m

NAME READY STATUS RESTARTS
asp—mpaas—mss—msync2-0 2/2 Running e
asp—-mpaas—-mss—msync2-1 2/2 Rugning 0

=il Local BHl & K miksE

o) B R

=t Local ZFHIB KB mTHIL “451 WERE" BRE.

ia) Z R A

RZampRE M, EBEPEEERER Pod,

RRTE:
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FaR&AEIN Pod,
BELSBRESL X MIRECIER Sidecar #HXESH &
2. EARHT @,
M BER Pod. Ns B&F Terminating K&
B
BFEASRBENRSRERE, HREL. EMAHE, RHBIELXK.
i) & R A :

Ns & LM BT F Terminating JR7S, SH S Local B AAE RN KIANARE LS. =i Local iR A
HERTEEEREE (LFRLEAREE) , TS NPE,

RRTE:

55U ER Terminating IRZSHY Pod, BRIEF TSR X MR E 2] Sidecar #HXAES BT~
W N —IREES R HBEK

o) &R

HATE LI KW,

i R A

e APHNIXNARENAREEHESE LocalIER, BHNAFRREHEUTHER:

"[YuNYOu&tESt&RESULt] :";
WEBTMXEE==) Json MREEBTH Local HiE-==) =BinERLH

" [YuNYOu&tESt&END]";

e containerd JEEE HERHYBIRR,

BHl, =iff Local &EE containerd BHE&EBIF I 3RK#H dockerClient, i containerd [REARX#F, &HTJlL
R xubectl1 WMELEBEEHHZE, L—XMES ospaccoreinit /41 :

STATUS RESTARTS  AGE
[dc-osp-osp-0 Running ] 5d7h
[dc-osp-osp-1 Running ] 5d7h
dc-osp-ospaccoreinit-0-qg2z5 Completed 5d7h

/root]

: Class path contains multiple SLF4J bindings.

: Found binding in [jar:file:/opt/accoreinit-0.0.1.jar!/BO0T-INF/lib/logback-classic-1.2.3.jar!/org/s1f4j/impl/StaticLoggerBinder.class]
: Found binding in [ja ile:/opt/accoreinit-0.0.1.jar!/BOOT-INF/1ib/s1f4j-1094j12-1.7.29.jar!/org/s1f4j/impl/StaticLoggerBinder.class]
: See http://www.s1f4j.org/codes.html#multiple_bindings for an explanation.

: Actual binding is of type [ch.qgos.logback.classic.util.ContextSelectorStaticBinder]

Spring Boot : (v2.2.1.RELEASE)

2021-09-10 10:10:13.757 INFO 6 —— [ main] c.c.a.a.a.AccoreinitApplication : Starting AccoreinitApplication v@.0.1 on dc-osp-ospaccoreinit—
0-qg2z5 with PID 6 (/opt/accoreinit-0.0.1.jar started by root in /opt)
2021-09-10 10:10:13.760 INFO 6 ——- [ main] c.c.a.a.a.AccoreinitApplication : No active profile set, falling back to default profiles: defau
Lt
Sofa-Middleware-Log SLF4] : Actual binding is of type [ com.alipay.sofa.rest Logback ]
2021-09-10 10:10:14.971 INFO 6 —— [ main] com.alipay.sofa.common. log : Sofa-Middleware-Log SLF4J : Actual binding is of type [ com.al
ipay.sofa.rest Logback ]
1og4j :WARN No appenders could be found for logger (org.jboss.resteasy.plugins.providers.DocumentProvider).
10g4j:WARN Please initialize the log4j system properly.
log4j:WARN See http://logging.apache.org/log4j/1.2/faq.html#noconfig for more info.
2021-09-10 10:10:16.857 INFO 6 —— [ main] c.c.a.a.a.config.SofaRestConfig : init sofa rest config complete!
2021-09-10 10:10:16.858 INFO 6 —— [ main] trationDelegate$BeanPostProcessorChecker : Bean 'sofaRestConfig' of type [cn.com.antcloud.accoreinit.acco
reinit.config.SofaRestConfig$$EnhancerBySpringCGLIB$$348242f9] is not eligible for getting processed by all BeanPostProcessors (for example: not eligible for a
uto-proxying)
2021-09-10 10:10:17.076 INFO
2021-09-10 :10:17.076 INFO
06280944
2021-09-10 :10:17.077 INFO 6 main]
2021-09-10 .077 1INFO 6 main]
6
6

main] c.c.a.a.accoreinit.config.EnvInfo H Env read sta =
main] c.c.a.a.accoreinit.config.EnvInfo 8 ine: HOOK.changeUr nvs/73040000000006/ops—plans/730400

6
6

c.a.a.accoreinit.config.EnvInfo 8 ine: POD_NAMESPACE=dc-osp
.C.a.a.accoreinit.config.EnvInfo 8 ine: timezone=Asia/Shanghai
.C.a.a.accoreinit.config.EnvInfo g ine: HOSTNAMI —osp-ospaccoreinit-0-qg2z5
c.a.a.accoreinit.config.EnvInfo 8 ine: DC_LB_LB_O0SP_OSP_INTERNAL_LB_35AEE26B_1575_469A_8_SV

2021-09-10 .077 INFO main]
2021-09-10 10:10:17.077 1INFO main]
[c_PORT_80_TCP_PROTO=tcp
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o FEREE,

HEBANEN, SRATRINT:

standard init linux.go:211: exec user process caused "exec format error"

HILKR AR, BB HR BT R .
MRFR:
RREAN=NDEE—HE.
BaRtlEmIn, BREm XA
BETAEE
e Pod RERBE.
o Pod EHIAE, BRAEGENTR, SHAEAM.

e Pod EHINAE, 1B kubelet h7i2 Pod BY, 7 sandbox kM, BIAIMLEIEME (CNI) HIEEE, FHE
PAREBERBR,

BRSEB:
1. 5605 AKERSEHREHEITEE (LERNXHE) .
2. % Captain T{Ef & Pod 5 £ T &% Pod HEB R,

3. MPEREARETH, BAFEANFRREE event, —RSBEFANBAEE, BREERKHBERD
B, IMETEET R, RERNETRARRESES, EUNE P, FE2HT PERT RS,

BREEARERE
BENSR: ARFTEMEI “Pod current status is XXX, not allow RequestUpgrade” #R%E .
a2 R A
o F—RNBERFARADEEEHRITH, ZIHFE apiproxy HNRIELERAIEERIE TEK,
e HFHRBBREAEH Pod AENEXRERNASEARLTEREM,
BRER:
1. MBE—RAFRBEBRIERTR, EEFEHEM, AREHR.

2. MRZEZHEB, oJLAERE Captain TEAFHDH Pod ZIRKEENER, AERE HE YAML, &
& status FRTEZESHEHERER, ARBEAKERERHTHERR,

4.4.2. BREIEEZE

ATHRNHERE, BNEEHELXMBNANSEEKRKSEN, HERRE LB M iR EKS 2
B, BHERE, EFREELRNA.

BESER
ERERNRE RN Pus, BRENTSBEX:
1. £ OB U EHXI AR B WSS,
2. E=iF Local PEK @I REY Schema 2543,
o =i Plus 3RiE

a. BRI Local,
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b. EEMSHME, ER BREE >HIBE >YESLHNA.
c. BEBERBURESLHEIR,
d. 7£ Schema Xig®F B4x Schema Al ESZM .,

b - HEY 20 [SIT v | #eo&FEH v
IS LEEE2.0 & BUBEXFIE: arssssud
@ RAIFHE
BERER
W FRiEt S
1-debe-
FRERE  finsit-db & anFEEd 2 7B ID o e
[ 2]
otk 11 20 ®OS 3306 R CUSTOMIZE
B o
sa OCEANBASE wS * BT SlRETE 2020-11-23 11:10:20
ES
& customize-speccode CcPU 4% 53 8GB b33 100 GB
eMEHS
® BEBE & Schema
+ %l Schema iam Q
fog::E
i . B PR & KEARIF KEAFIR RS BIEZETIE] BE
RO +  acigmmeb HIEEZE SH-HIER(AM) T FIN-SIT-AKE2.0 «BEH 2020-11-2311:229110 Bl EEBB
aciamcore
Schema 1%
acigmmre HIBHZE S5-THIER(AM) S FIN-SIT-AKE2.0 - BB 2020-11-23 11:29:10
AEEE aciamcore
X PRI PR BIERETE)
Sy
root@a 40_9 ® 2020-11-23 11:29:10

e. £ EERW MFEAANNLBEEZD, REREHWE,
o ERARIEHRIRE
a. MEZHIEENFHZD,

O
BB N R 2 Java,

a. T & AESUtil.class.tar,
b. X BEIEEE R,
. BYRSHAIREBREER, REHTUTHS:

java AESUtil [encrypt|decrypt] [password]
n fNZERAE

java AESUtil encrypt Aliyun@ 123
encrypted string: dm9luiJM3kZwsRBacSRndA==

n RE A

# java AESUtil decrypt dm9luiJdM3kZwsRBacSRndA==
decrypted string: Aliyun@ 123
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b. FERABEINEXEH=IFHEIEET baseline rdb user El real user name POPIVAR|

password F &,

update baseline rdb user set password='dm9luiJM3kZwsRBacSRndA==' where real user

name ='apmonitorcore@obpaas e8b2b06d ID 52';

3. EMTERBRLR.
i. = Local 2H 5 R E RMAFAR.
i. BEBRNARR.
i. BE BRTBIE, RERE BH.
v. BEBREH, ARBRT#WE.

v | sty | Admin v
FEFY-&12.0 ¢ | iam E@EE O 33EER2ME 175208 BEMTA: mawnd HE: 0% m
& TAIFE - & . .
SR WAPEDE  WEER B wifEE  BEEE
W FRiEs S
FRES EE MM R S8 MEEMY  REOEn
BN
@ skt x
L ERFHRIESTNE, AEELBRTIR, HTIEEHESS NSNS RSWERERIENE, LRIESEE LA SRR RREHERER
SEEge
Eren |EEVESH FeAksY | BENE db_pasd| Q
® HREE S
B bt
=R HAE [ EHR ;;: 1B
RS s
#if encrypt}) o
BiRE ¥ S v acuicore db_password ${res.|AM.¢ ore.encryptPassword} #else WZ: 4
${res.|AM.¢ ore.password} #end
nEE
#if encrypt}) o
i Fik=518 1AM acuweb db_password ${res.|AM.¢ seb.encryptPassword} #else 20 YR58
ST 123
${res.|AM.c eb.password} #end
1
i =R v ai it db_password $( y.aciameore. password) :‘Z‘;‘ o
B Root
el AM fail Bt web_db_password $( 5.aciamweb. password) WZ: P
suEs
= smaguE < (1) s0%m

4. EMEMNA,
i ENRFREREL BRI RBE.

> MAEMRAN: 20221021 35



© 8888, AntStack Plus BHISE =i

i. BE MAME AN &XfH, FERETRTHAS.

20 (8T v | By | Adminy | (@3

PR 2.0 < jam HER O 335K22/2196H B|EWFTA: nwad #E 0 m

HATIDR BRHRTHIE RAHRE BRIFAS

WA HifgiE WAL
O AHIGEMLISHIA

O BUREMLIEHIA
BEHf

P
el e e o I =

EEEHS

RS 2] Fiiol ] nt RS e
® wAEE B
2021-09-22
. BH-ihiER IWE TR (2 BPaaSTA) ek
RIFEE - 2.34.0-2.34.2 14:40:09 iy EEEY 7 jreei- 3
ks 1AM IR S Lt
B v
ESEH wa at RS e
P
- aciameore: 1M ST O
X1zt * RHE aciamweb: 1M SHEA O - BT D
iam-init: 4MSREHO
%
Gl eanzs
* EEHCNL iamtests s o KB Wizt e
SHEL

4.5. =FEN IAM &I EE

@ 8

Ziff Local 1.10.0 R LA ERRARSZIFEN IAM B IhEE, AXLASIF Local 1.10.2 lRAAH, BERIFLIR
IR,

HEEITE
e T# apyunqgingplus &1,

docker run --net=host -d -v /home/yunyou/staticfiles:/home/staticfiles acs-reg.alipay.com
/acloud/apyungingplus:EI62154649 20211122 20211122161132 cdd9ca69

e T# apyunqgingsetup &1&.

docker run --net=host -d -v /home/yunyou/staticfiles:/home/staticfiles acs-reg.alipay.com
/acloud/apyungingsetup:master 20211022091743 dcb7629d

o %145 apyunqing BB EE.
o SAZEPlus 1.10.2 HEBRIIBEERECE.
docker push acs-reg.alipay.com/acloud/registry:1.1
AR
1. BRZ=HE Local RS28.

2. N\ apyunging-compose B3R,

cd /home/yunyou/staticfiles/apyunging-compose
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3. ﬂ%aﬁ apyunging-compose Ei—FE"] config.json Xﬁio
£ config.json HHRMUTHETZSE:

"ANTCLOUD SOFA iam customer id=0000000001",
"ANTCLOUD SOFA audit address=iamcore.jr.alipay.net",

audit address XNt a]AAY aciamcore #idlk,

4. FHRTE Plus TR,

python yunging-setup.py y --image <apyungingplus $Ef§&>
SAH I THE
1. T8 SQLEA,
o operation_type.sql
o operation_type_onex_extra.sql
2. X NIEHEEE aciamcore HITE R 1 THE SQLHARGENEL ESFHEIT TR,
BEEHITER
1. BR AMEHIE,
2. EEMSHMZIESE BEitpd > BEHHT,
3. £ #1F X% YUNQING,

& QA FEeg|iam it/operations LTI - S Y

BRI
o rR — N - -
0 BFEETSHED, BEER BTOERKR,
B FEe
Q =R v S{EwH
[ BammE
——— - | s f]
FEES AR
HPksiE BffE: 2021-08-30 2021-09 ee iR S ONE_CONSOLE)
1AM 2piFUR THAONE_CONSOLE)
ACOFPM 2piFIF(ONE_CONSOLE)
HAS FRATEABIF(ONE_CONSOLE)
— — . AT A i SN ONE ONEAIE)
+ 2021-09-28 10:35:53 ts) laM iam.login
+ 2021-09-28 10:47:37 ar n 1AM iam.login
+ 2021-09-28 10:39:49 3l alipay.net 1AM iam.login
+ 2021-09-28 09:51:43 w atfin.com 1AM iam.login
+ 2021-09-28 09:41:27 ts) 1AM iam.login
+ 2021-09-28 04:11:28 al alipay.net laM iam.login
+ 2021-09-28 02:33:09 al alipay.net 1AM iam.login
+ 2021-09-28 00:07:30 al alipay.net 1AM iam.login
+ 2021-09-27 22:26:02 w htfin.com 1AM iam.login
+ 2021-09-27 21:43:38 al alipay.net 1AM iam.Jogin
1 2 3 4 5 257 > 10/ page

4

fsR: BRAR
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1. BRZ=iHE Local (RS28.
2. FERZAEEX T Local #1TELR.
cd /home/yunyou/staticfiles/apyunging-compose

#+# BIRZHF plus Hif&
python yunging-setup.py y —-image <apyunqgingplus t—RRZAS$R{&>

3. BRREIRERE,

mysgl -uapyunging -pAntcloud2018 -hl127.0.0.1 apyunging < apyunging.dump --force

4.6. RS5FEMNAMSE

SR B EIE EE AT B
R —REAMMRENEIEE, FEMREERMAREHIBERS . NSHEOEHIBESRENTENT:
1. BEATHEER
docker exec -it apyunging bash
2. HEEMUREE,

mysgl -u $ANTCLOUD SOFA yunging db username \
~-h $ANTCLOUD SOFA yunging db url \

—-P SANTCLOUD SOFA yunging db port \
—pSANTCLOUD SOFA yunging db password

ZHEREATH (5K 504, OOM &S EiBR)
WO LLBE AT RS ER RS :

docker restart apyunging

BEHEHETHNRENEN

BHNEEER, B—HET, BESE ospl. osp2 8F 2 PLHIHA— M UERE, BEENEEEARNE,
BRBEBENHNRHRANT,

ZNEBEREHTHNRENEEH

BHEHRT, BEEENEEHE—aTH. SENBEREREN, BULBHEEERIENE. S
BiREE, BEMETIRE.

4.7. =k Local BB RAER

RO LB =iks agent X =il Local lRA#HITEIR, SEMAR,
AE N

o =i Local lRAARETF 1.10.0, EIUER 1.11 R LIRA,

o =iff agent lRARETF 1.10.0, BIUER 1.11 ALK,

&8 & = k¥ agent
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1. FF/E Docker 89 2375 %,

@ 308
AREMRA Docker FFE iR AN A EBEEZR, AL alidocker 741,

vim /etc/sysconfig/docker

BTSS!

// FFB 2375 0,

-H tcp://0.0.0.0:2375

// KA tls

#--tlsverify --tlscacert=/root/.dockercert/ca.pem --tlscert=/root/.dockercert/cert.pem

--tlskey=/root/.dockercert/key.pem

2. &3 Docker,

systemctl reenable docker
systemctl daemon-reload

systemctl restart docker

3. AEERFHIN R LEE T agent,

mkdir /var/metrics

docker run -td --name yunyou-agent --network host -v /var/metrics:/var/metrics <Zziffagen

RG>
4. £ =i Local EEE agent RS L,
i. BRz=i Local,

ii. ERRRESH,
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m 1.10.0 fRA&
a. BHEHNRE—EMEKA  system-setting , HlN:

http://yunyou.com:81/envs/7304202******25957110000/system-setting ,
b. ¥ vunvou DOCKER AGENT ENDPOINT FER{EEIA agent HULER.,

7f§it?9 {"endpoint":"<ip:port>"} , le]—FFﬁ'/j_?

FE

FHESIZERE, HEP
${akeApitthiit) JakeApilt
ACS_SYS i, Z RSO IR {"AcsSwarmsSys": {"swarmApis": ["${akeApi endpoint}"],"port": "${akeApi port}"}} e
2%; ${akeApili 1N
akeApiliCl

Ibo_public_network b2 MERNMERE wvian-spanner L

CLUSTER_CERT_NAMES
PACE

cert-manager &R

hetwork_type P mam default pens
default | overlay

Z IERERIAKLAE, A -
aliyun_db_spce ?EZ%L:S‘/ ﬁ ’;M st OB.Instance.s1.small T

EXERA RPN
StoragelLevelF| RIFEIE

storage lo_level_to_class o200 S Ces U normalalicoud-disk-avallable” high medium ) e
LIES 3

YUNYOU_DOCKER_AGE R Lsees P

NT_ENDPOINT

user_use_self_rdb_whiteli ALB:alb, TBASE:tbase, ANTMONITOR_ADV:apmonitorcore_cb,CORERECOVERY:db_aprecovery Fr

st

m 1.11.0 RAERRA
a. EEMEME, BE KRIRE.
b. ¥ Yunyou agent B2 agent HIiiiHER.

*ﬁiﬁﬂg ip:port , ZID-FFH'/_".F\:)

Zifplus FRE

KubeConfig 7
@ FHAR
B ~RiEt - vSwitchid: -

RBHHEE )
Py . = =

MERSHEE  BME: PRIVATEZONE

BEERE iR RDS WAL : http:fjrds.aliyuncs.com:80 vswitchid: - 2
XAFREE H#RE: 0SS 2z
2] iR alicloud-disk-available #i: alicloud-disk-available 2
pE W
TR : | 192 mme213:83
Yunyou agent

D =
MBS R AR AL, R 1.10.0 AR HTERE.

AR ==k Local

LR AFHRE, BULEEEEMNE—4, T Global LHIESE Local WEBRF R, HESHF
Local EEREFL,
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IBHESR- Tl

1. == Global LHI{EZ Local IAERF R, #AIMNERFE “operator HE" .

. BESABRAGE.

A W N

- BEEMNSHE, BE XAAR,

BT fE e Ly R R B AR JSON XS MU B i A 5 =0 L 1& JSON 3XE,

LERRE, ZHEENBEBRREDRFBARRIFEER. WRIFENY, THSEHREERRTR

FER,

5 BEMRAERREE IE, RERE SH IS, HEIUTSH

o db_url: {229 DB 89SLRR IP Hdik,

o ANTCLOUD_SOFA_domain_name: X A= Local iHEZ .,

R RIR#E # BT SERER BE
BiiA YUNYOUPLUS apyungingdbinit db_password 1]
YUNYOUPLUS apyunqingdbinit  db_port 3306 3306 4
YUNYOUPLUS  apyungingdbinit  db_schema apyunging_1130 apyunging_1130 il
YUNYOUPLUS  apyungingdbinit  db_url 1. 7 1 7 58
ERRiA YUNYOUPLUS apyungingdbinit  db_username root root =t
YUNYOUPLUS  apyungingplus grzi‘rnc_;g:‘z,som,do i4E
YUNYOUPLUS apyunaingplus db_password =T
YUNYOUPLUS apyunqingplus db_schema apyunging_1130 apyunging_1130
YUNYOUPLUS ~ apyungingplus  db_url 1 71 11 71
E#iA YUNYOUPLUS apyungingplus db_username root root )

B8 YUNYOUPLUS yunyouoperator

BH#iA YUNYOUPLUS yunyouoperator

ALIYUN_ACCESS_KE
Y

ALIYUN_ACCESS_SE
CRET

ALIYUN_ACCESS_KEY

ALIYUN_ACCESS_KEY

6. EMRAFRITHE AERE NABREM.
7. B apyungingplus A8 &8,
8. EVRFEMUESE XERM=HAENEN P,
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BYEERE- Tl

ZXLHINTHRERMEZD P,

aEEES

* R185 ©
FHTRE

*DNSHE ©

ClusterFirstwithHostNet

FHEE

* FERERNLY

None

* RERERNAY
HTTP.
*httpurt :

/eheckService

FAES
10 ®

* AR

* EEME Q

* httpMethod ©

GET

PARAHRE
*Key @

kubernetes.io/hostname

+ TSRS

*Values

n 71 x

SABREER

PodfEHTBEIR
*Key @

topology kubernetes.io/zone

wARRE

RAMERE

+ ANSRERE

+ IIIPOUIEIMTHEIR

* R
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5.8 28 K BB
5.1. FmZRHy

ZRERBEREE—NET Kubemnetes #] Containerd N AEETYS, BFHESENE~RAH, TEHR
H[EES|E AKE ZRET S (AKE3) - @Riz4) 4 Captain Plus #f{, AXNBEEEENFTREM,

BRARZEH
ZEAEARBREEDH AKE3 HEETFEN Kubernetes ¥ Containerd ARz ., @I B HFHIEH, W
& BE. 7. BRE, YHERFRH#ETTEENEE, EEaFENBMNERBRENAPAS,

Captain Plus BEITER P R OMBRGDD, RETIMAMRIERE, 75EX AKE ERHTEERER, 1
U TTERHNAHESE, ANERNNAEETU—REZEEXMNEEXAN.

AKE3 Z2#4

kubectl

kube-scheduler

open-local-scheduler

controller-managers 2

Captain

(EHEETE) ” apiserver SEIRTIE X1 fiE
brokers

=i Plus
(MFAEERHEHETR)

kube-proxy

Kubernetes nodes
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SREBHRREXFSHEEZLRM, £ AntStackPlus F=mEIHEY, laaS BE—RAMEN, Ei AKE3 24

HE—1 &, BYENSTRIRSH[ITIR, THTREE. AZETMPIE laaS. Paas = miEiEMFt
4

o

| EHEE | e MII2H, i
5 3 1ElE =l B
5 sera | DG ——
| R S 3 ABRS sl =] (=] |
5 ArEE 35 5= E |
i MBI MEFE | IR ; ; ; ; ; i
5 Bt RIERE 5 <] =] [=] =] =] |
| FalkE EIEIEIEIEIR
i mEFE | BRI 2] ef2] 2] 18] i
X3 AR S5 BlalalElcln

5.2. AKE £ FZ M5

AN B AKE EBER BB,
%19 etcd
HERH
etcd EEIEBTT.
BELR
1. BRER—B etcd TR,

2. & etcd ZEEBR.
o & docker BYERE

HITUTHA, ¥ etcd BIEEMEEEER. Hb =ercp Backur DIR  OJRIBHEEBTEIR,
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ETCD ID=$ (sudo docker ps | grep k8s etcd etcd | awk '{print S$1}')

#TE, etcd 3.3 ENDPOINTS HBPRE—NFALL
ENDPOINTS="https://127.0.0.1:2379"
CACERT="/etc/kubernetes/pki/etcd/ca.crt"
CERT="/etc/kubernetes/pki/etcd/server.crt"
KEY="/etc/kubernetes/pki/etcd/server.key"
ETCDCTL_API:3

ETCD BACKUP DIR=/home/t4/etcd/etcd bk

docker cp ${ETCD_ID}:/usr/local/bin/etcdctl /usr/local/bin/etcdctl &&
ocal/bin/etcdctl

chmod +x /usr/1l

docker exec ${ETCD ID} cat /etc/kubernetes/pki/etcd/..data/server.key > ${KEY}

docker exec ${ETCD ID} cat /etc/kubernetes/pki/etcd/..data/server.crt

> ${CERT}

docker exec ${ETCD ID} cat /etc/kubernetes/pki/etcd/..data/ca.crt > ${CACERT}

HENERE R
mkdir -p ${ETCD BACKUP DIR}

+ MITHMRES
/usr/local/bin/etcdctl —--cacert=${CACERT} --cert=${CERT} --key=${KEY}

-—endpoints=5${

ENDPOINTS} snapshot save ${ETCD BACKUP DIR}/etcd v3 $(date +"%Y-%m-%d").db

A _EBAT@E crontab ERHIT,
o 3858 docker BEES

a. &% etcdctl,

#!/bin/bash

ETCD_VER=V3.4.13

ETCD DIR=etcd-download

DOWNLOAD URL=https://github.com/coreos/etcd/releases/download

# TH etcdetlo
cd /root

wget ${DOWNLOAD URL}/${ETCD VER}/etcd-${ETCD VER}-linux-amdé4.tar.gz

tar -xzvf etcd-${ETCD VER}-linux-amdé64.tar.gz

# T etcdetlo
cd etcd-${ETCD_VER}-linux-amd64
cp etcdctl /usr/local/bin/
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b. #1T etcd EBRERNE,

#TE, etcd 3.4.13 ENDPOINTS FBRE—MEALL
MASTERIIP="100.%*.**.139"  //Masterl HYSEPR 1P bk,
MASTER2IP="100.%*.**_ 141" //Master2 HYSERR 1p ik,
MASTER3IP="100.%*.**.142"  //Master3 HYSEPR 1P b,
CACERT="/etc/kubernetes/pki/etcd/ca.crt"
CERT="/etc/kubernetes/pki/etcd/server.crt"
KEY="/etc/kubernetes/pki/etcd/server.key"
ETCDCTL_API=3

HEBT RS,

/usr/local/bin/etcdctl --endpoints=https://${MASTER1IP}:2379 \
--endpoints=https://${MASTER2IP}:2379 \
--endpoints=https://${MASTER3IP}:2379 \

—--cacert=${CACERT} \

—-—key=${KEY} \

—-—cert=${CERT} \

endpoint health

C. EEﬁ%ﬁ%ﬁiHﬁZi /opt/etcd back/etcd-backup.sh

RARBNT:

#! /bin/bash

#TE, etcd 3.4.13 ENDPOINTS FHIREB—NEEATLL
ENDPOINTS="https://127.0.0.1:2379"
CACERT="/etc/kubernetes/pki/etcd/ca.crt"
CERT="/etc/kubernetes/pki/etcd/server.crt"
KEY="/etc/kubernetes/pki/etcd/server.key"
ETCDCTL_API=3
ETCD_BACKUP_DIR=/home/t4/etcd/etcd bk

HENERBE R
[ ! -d SETCD BACKUP DIR ] && mkdir —p ${ETCD BACKUP DIR}

+ MITED B,

/usr/local/bin/etcdctl --endpoints=${ENDPOINTS} \
——cacert=${CACERT} \

-—key=${KEY} \

—--cert=${CERT} \

snapshot save ${ETCD BACKUP DIR}/etcd v3 $(date +"%Y-%m-%d").db

# BIE 7 RElRv&EH G

find /home/t4/etcd/etcd bk/ -mtime +7 -name "*.db" -exec rm -rf {} \;

d. ITERED.

chmod +x /opt/etcd back/etcd-backup.sh

# NN crontab 3E%,

crontab -e

+ FE—1T71E<, SRER25H1T.

0 2 * * * sh /opt/etcd back/etcd-backup.sh
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®JR etcd
BERH
o MHRFFERM etcd TR LEER LETEM XK etcdctl T,
o BT etcd EMERFEHBERNBER, FTEHANZRENER THTERERE,
BELR
1. ¥ YAMLX#H#E] /root/ BRT. ZANBHTERE.

mv /etc/kubernetes/manifests/etcd.yaml /root/etcd.yaml
2. REIZHTH etcd BIBEE,
# B docker BYIEMR.

docker ps -a | grep etcd

# J& docker BYIENR, ¥0 Antstack Plus IFiR,

ctr -n k8s.io ¢ 1ls | grep etcd

ABREEIMR, BHIR etcd SBREMHRBHRITEELSE,
3. i data BR,

rm -rf /home/td/etcd/data
4. BELATHLLALERR etcd #4E.

Hd  mrep ENDPOINTS . ETCD BACKUP FILE LAKR etcd T mBY IP flik O B ERFEIIRE IR MIE
&O
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ETCD BACKUP FILE=/home/t4/etcd/etcd bk/etcd v3 2020-11-07.db

INTTTAL_CLUSTER
HE—EN 28

ETCD_ENDPOINTS="https://192.**.**,99:2379" #akel B 1P,

ETCDCTL API=3 etcdctl snapshot restore--endpoints=${ETCD ENDPOINTS} --data-dir ${ETCD B

ACKUP_FILE}\

--name kube-etcdl \

-—initial-cluster kube-etcdl=https://192.**.**_ 99:2380, kube-etcd2=https://192.** ** _98:

2380, kube-etcd3=https://192.** . **_.97:2380\

—-—initial-cluster-token ant-k8s \

--initial-advertise-peer-urlshttps://192.**.**,99:2380

+E B2

ETCD ENDPOINTS="https://192.%*.** 98:2379" #ake2 HY IP,

ETCDCTL API=3 etcdctl snapshot restore——endpoints=${ETCDﬁENDPOINTS} --data-dir ${ETCD7B

ACKUP FILE}\

-—-name kube-etcd2 \

--initial-clusterkube-etcdl=https://192.** **_,099:2380, kube-etcd2=https://192.** ** _ 08:2

380, kube-etcd3=https://192.**.**,97:2380\

-—initial-cluster-token ant-k8s \

--initial-advertise-peer-urlshttps://192.** **_ 98:2380

+HE=BNB

ETCD_ENDPOINTS="https://192.%**.**,97:2379" #ake3 B 1P

ETCDCTL API=3 etcdctl snapshot restore--endpoints=${ETCD ENDPOINTS} --data-dir ${ETCD B

ACKUP FILE}\

--name kube-etcd3 \

-—initial-cluster kube-etcdl=https://192.** . **_ 99:2380, kube-etcd2=https://192.** ** _98:

2380, kube-etcd3=https://192.** . **_.97:2380\

—-—initial-cluster-token ant-k8s \

--initial-advertise-peer-urlshttps://192.**.**,97:2380

5 % YAMLX##E etc BRT.

mv /root/etcd.yaml /etc/kubernetes/manifests/

5.3. EEHIBE &R

AKE3 SEBHER MG, BEEWN master TR LAER, BEGSWT:

mkdir /home/t4/master bk

tar -zcvf /home/t4/master bk/ake3-master-$(ifconfig ethO | grep 'inet addr:'

awk '{print

$2}' | cut -c 6-)-$(date +%Y-%m-%d $H:%M:%S %Z) .tar.gz /etc/kubernetes /var/lib/kubelet

5.4. MEMKE
5.4.1. AKE3 %I BF
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ERERBEEDH AKEZREFES

(AKE3) #Z7EFFER Kubernetes ] Containerd iRz £, &

\jﬂg

WEHEAY, ﬂﬂlﬂ-n\ BE. F#. BEF, XHRFGRHETTERMEE, EESHBEMAMERRE

HMAFPHR. KX

AKE3 BY SR TN T 3R FA7R -

RZF &R SEEHE

Fonta Cpu_usa ~90%

inerd ge

conta mem_us

_ -5 S90%

inerd age

ont disk_us

F a isk_usa >90%

inerd ge

conta containe

nerd rd.sock/ i@
2376

kubel

ube Cpu_usa 500%

et ge

kubel

ube mem_us 0%

et age

k isk

ubel disk_usa ~90%

et ge

kubel

" "4194" RiE

et

kube-

ube Cpu_usa >00%

proxy ge

M8 AKE3 BY U512 IRN

EAR

(78h)

containerd & CPU {&
BRkE,

containerd BN 7E{EA
RIS,

containerd I & E A
KRIEE=,

dockerd BYis O 1532
B EN AT sock

wE,

kubelet 89 CPU £ =

III:;/"Q
miTo

kubelet IR TFEAR

III\'?/"‘!
miTo

kubelet B ERE

|Ik§5‘z
miTo

kubelet Bif O M=

kube-proxy B CPU &
BAREE,

O

ZHBHR

=HA

A=,

top DLEEWMENERE

EIE
Bx,

top WMIBEEMENERE

£
A%,

top on mLEEMENERE

EIE

systemctl status

containerd

wESEE containerd JRZ,

£
A%,

top op ML EEMENERE

A

A=,

top WLEEVENERE

A
A=,

top HLEEMEIERE

R

systemctl status kubelet

wSEE kubelet JRE,

£
A%,

top op ML EEMENERE
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kube- mem_us
proxy age

kube- disk_usa

proxy ge

kube- 15556

proxy

ETCD cpu_usa
ge

ETCD mem_us
age

ETCD  "2379"

>90%

>90%

>90%

>90%

kube-proxy B9 7F{E A

U,

kube-proxy B9%# &2 E A

7z =y
EUHE,

kube-proxy Bl 4

73
To

ETCD &9 CPU [EF=A

2
T o

ETCD MR EFEEARK

=,

ETCD 89im A 4542,

A top WIEBEVENBRE
A=,

A top WLEBEWENERE
A%,

A

kubectl -n kube-system get
daemonset kube-proxy-

daemonset

#

kubectl -n kube-system get
pod -o wide -1 k8s-
app=kube-proxy

WS EE kube-proxy B,

B kubectl top HELEER

BRBRERR,

{#H kubectl top WMELEEZSR

ERRERE

R

systemctl restart kubelet

BRLERRS.
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EE master T 24T

top -p ‘pgrep kube-

apiserver"
HOBEERRREAE,
ERWTHLER CPUFER:

cp
/etc/kubernetes/manifests
/kube- apiserver.yaml
/tmp/
vi /tmp/kube-
apiserver.yaml #{&2{ cpU

apiser Cpu_usa ~90% 3 apiserver B CPU & FEo

ver ge KIS cp -f /tmp/kube-
apiserver.yaml
/etc/kubernetes/manifests

/kube- apiserver.yaml #fR
FERER

E% master T RFT

top -p ‘pgrep kube-

apiserver’
HLEEERRBEAE,
ERINT R MER MEM F

cp
/etc/kubernetes/manifests

apiser  mem_us ~00% 3 apiserver IR EFEE AR /kube- apiserver.yaml

ver age "z, /tmp/
vi /tmp/kube-
apiserver.yaml # {8
memory HI{E,
cp —-f /tmp/kube-
apiserver.yaml
/etc/kubernetes/manifests

/kube- apiserver.yaml #

RFEER,
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LG

apiser . " -~

Vsr "443" RiE 3 apiserver Big 04512, systemctl restart kubelet
wERRS.

& master FTEHIT

top -p ‘pgrep kube-
scheduler"
BOBEERBREAE,

ERWTRLER CPUFER:

cp
/etc/kubernetes/manifests
sched cpu_usa 90 3 scheduler 8 CPU f& /kube-scheduler. yaml
0
uler ge RIEE, /tmp/

vi /tmp/kube-
scheduler.yaml # {828 cpU
FEo

cp -f /tmp/kube-
scheduler.yaml
/etc/kubernetes/manifests
/kube-scheduler.yaml #{R
FEER.
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BYEIE R B AR

sched mem_us
uler age

>90%

scheduler 8RN FEH

ZR K 123
=+mmlTo

EE master T 24T

top -p ‘pgrep kube-

scheduler"

DEEESRBRERR,
ERMNTHELEHR MEM FE

cp
/etc/kubernetes/manifests
/kube-scheduler.yaml
/tmp/

vi /tmp/kube-
scheduler.yaml # &%
memory HIE,

cp -f /tmp/kube-
scheduler.yaml
/etc/kubernetes/manifests
/kube-scheduler.yaml #{®
FERER
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contr
oller Ccpu_usa
mana ge
ger
contr
oller mem_us
mana age
ger

. “apiser
\a;;e)rlser ver.failur

n

e

controllermanager #t
>90% 3 ger &9

CPU FRZEIER,
troll

~90% 3 contro errrlwl’:aiager 5]

WEERRERE,
error &
-

3

count() > %

1

EE master T 24T

top -p ‘pgrep kube-

controller”
HOEERRTEFEAE,
ERINT RSB CPU FER:

cp
/etc/kubernetes/manifests
/kube- controller-
manager.yaml /tmp/

vi /tmp/kube- controller-
manager.yaml # {82 cpPu F
&,

cp -f /tmp/kube-
controller-manager.yaml
/etc/kubernetes/manifests
/kube- controller-
manager.yaml #{R{FIEERLE
o

& master FEHIT

top -p ‘pgrep kube-

controller’
WOEERRTRFERE,
ERINT RSB MEM 5 :

cp
/etc/kubernetes/manifests
/kube- controller-—
manager.yaml /tmp/

vi /tmp/kube- controller-
manager.yaml # &%
memory HY{E,

cp —-f /tmp/kube-
controller-manager.yaml
/etc/kubernetes/manifests
/kube- controller-
manager.yaml #{RIFIEENLE
Ro

%
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“contro
contr

ller-
oller-

manage
mana .

r.failure
ger "

“sched
sched .

uler.failu
uler

"

re

error X
=
count() >
3 %
error X
count() > 3 x

1

5.4.2. B LBIRE

KXNEWMAEE AKEZREFE (AKE) EXRRAHEERESEURBTEXTNER

BHESR

1. ZF RMS 2415,

2. EEMSMEEER SEEE >&

I

mse,

3. A BERY MHALALERTEEENEYERTHE.
NEREREENROHRER. SEXE, ANFEEFER.

EEBREINBRETRENT:

Rz A

ake-sigma-proxyake-
apiserverake-controller-
managerake-etcdake-
scheduler

ake-sigma-proxy

ake-kubelet

ake-apiserver

b

Hibisiz-CPU AR KR

EihgE-AFEERARER

Bl - Ha s REE

Ha - O

Ei 542 -in O 4548

B s iz-im O 42

ER(XEF)

cpu_util

mem_util

disk_util

18080

10250, 10255

6443

x

x

3
= =

IR
D
g
o

>90%

>90%

>90%

&

FiE

g

T BA
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Rz

ake-controller-manager

ake-etcd

ake-cni-service

ake-dockerd

v

A st O

LA 542 - i O 4548

B iRm0 s

A st O

5.5. R4 A&

AXNAEREERXRFBTERE.

BE&EBER
o RGMAK

HHEBW

containerd

kubelet

kube-apiserver

kube-controller-manager

kube-scheduler

o RIB[UEBAM

o etcd

BEBR

ER(CXEF)

10252 ({RJT&EE)

2379

8849

4243

/home/t4/containerd/logs

/home/t4/sigma-slave/logs

/home/t4/sigma-master/logs/apiserver

/home/t4/sigma-master/logs/scheduler

o rama-daemon, rama-webhook, rama-manager

o minio

BRUHBAHTUEIUTLAEELS:

&

&

&

/home/t4/sigma-master/logs/controller-manager
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o B k8s HLEERE

MEE etcd HERNA, LUT:

kubectl get pod -o wide -n kube-system | grep etcd
kubectl logs --tail=100 -f etcd-11.**.**.73 -n kube-system

o fEPod FRENT R LEE
wmYWT:

kubectl get pod -n kube-system -o wide |grep rama-daemon |grep 11.**_ **_ 73

HEBE
iﬁﬁ%ﬁfﬂﬁ%fﬂ, ENESBEHBEE, BFERMARRA: /home/admin/bin/zclean.sh o

crontab -1 -u admin
* % * * % /bin/bash /home/admin/bin/zclean.sh >> /home/admin/logs/zclean.log 2>&l

5.6. RS

5.6.1. EEE 2K
BESE

1. BRT Captain 2414,

2. BEEHER, AEREEMTERH.

3. BEH#R,

KiER

BEERDR. 8%4E (Pod) NEERER, UREHN CPU, IF. HESEMBRERBR.

5.6.2. Deployment 3B 4H MK
BRESE

1. BRZT Captain 24§14,
2. BE EHER, ARBEEMTEE,
3. B IEfA% > %BE (Deployments) .
4. 7= #E (Deployments) TIHIE#FHEZEA kube-system,
KiER
e & Deployment K& RIEfTH, H Pod LREEFTFHAEH, WRATEBHAHEITESR,

o HIIETE Deployment ZFFREZE Deployment i£15, #iA Deployment X357 Pod izfT1&)% . Deployment
E4F0 Yaml,
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5.6.3. DaemonSet ZE A MG
BIESE

. BRT Captain 24|48,
2. BEEHRER, ARBERMTEE,
3. &R THRAR > T #EE (Daemonsets) ,
4. £ TP HEE (Daemonsets) RHEIEIFHEZZEA kube-system,
KiER
e # Deployment JR73&RIzf7H, H Pod LIRS TFHES, WERRTEHEAHGITEE.,
o HFIEE Deployment Z#REF DaemonSet X R Pod iZ{71E ). DaemonSet B4 Yaml,

DaemonSet SEAUEFNT EAHLIEZT— Pod, EBETHREN Pod MERIETAESR,

5.6.4. StaticPod 1 Pod P& H 4K+
BESE

. B3R Captain 418,
2. RESHER, AEREEMTER.
3. &3 TERHE > FH4A (Pods) .
4. 7L A4 (Pods) TWEEEHZZEA kube-system,
KiER
o B RIEETFWHNAML (U kube-apiserver) , IR Pod JR7&A Running, MERESE.

o BHIETE Pod BF Pod N AREBITHENR. Pod F4F, Pod PHIFFESRIRSH Running M FRRIE
%, RERRETEY Pod SHHE,

5.6.5. Node ZPE A 1K+
BESE

1. BR = Captain 5414,
2. BESHER, REREEMTERH.
3. EEF EHER > TR (Nodes) .
KiER
o BEEHNMAETRANNRS. (PUNER., NENRE. BEANEKEXESEE,

o BPEEENTREBMEEVAN (PUSERE, IFNEXR, SRANEXRFEEERE,

5.6.6. AKE iE 5B ¥ HA 48

WETUTHS, ERUEESIERTARMIMALRHER (30 XR<X<60X) , REEHHIEH:

—_

—_
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for 1 in ‘1s -R /etc/kubernetes/pki/*.crt /etc/kubernetes/pki/etcd/*.crt’; do echo $i ; not
after="openssl x509 -in $i -noout -dates | grep notAfter | awk -F"=" '{print $2}'" ; TZ=CST

date '"+%Y-%m-%d $H:%M:%S' -d "S$notafter" ; done

/etc/kubernetes/pki
“1ls -R /etc/kubernetes/pki/x.crt /etc/kubernetes/pki/etcd/*.crt’; do echo $i ; notafter="openssl x509 -in $i -noout -dates | grep notAfter | awk -F'=
‘{print $2}'" ; TZ=CST date '+%Y- %H:%M:%S' —d "$notafter" ; done
/etc/kubernetes/pki/admin.crt
2031-05-18 03:45:48
/etc/kubernetes/pki/apiserver.crt
2031-05-18 03:45:46
/etc/kubernetes/pki/apiserver—-etcd-client.crt
2031-05-18 03:45:47
/etc/kubernetes/pki/apiserver—kubelet-client.crt
2031-05-18 03:45:47
/etc/kubernetes/pki/ca.crt
2031-05-18 03:45:40
/etc/kubernetes/pki/etcd/ca.crt
2031-05-18 03:45:40
/etc/kubernetes/pki/etcd/healthcheck-client.crt
2031-05-18 03:45:47
/etc/kubernetes/pki/etcd/peer.crt
2031-05-18 03:45:47
/etc/kubernetes/pki/etcd/server.crt
2031-05-18 03:45:46
/etc/kubernetes/pki/front-proxy—-ca.crt
2031-05-18 03:45:40
/etc/kubernetes/pki/front-proxy—-client.crt
2031-05-18 03:45:47
/etc/kubernetes/pki/kube-controller-manager.crt
2031-05-18 03:45:50
/etc/kubernetes/pki/kubelet.crt
2022-05-20 02:48:46
/etc/kubernetes/pki/kube-scheduler.crt
2031-05-18 03:45:50

[root@ /etc/kubernetes/pki]

5.7. 8% =

5.7.1. Captain iz#4 E I ja) &

FRLEEHERRE

o METAM /etc/resolv.conf =EBFETH.

o WETRH /etc/hosts EEFETH,
o WET MM selinux MIFXIBEEESST TS,

Sh
A

i~

L

# getenforce
Disabled

#systemctl status firewalld
o firewalld.service - firewalld - dynamic firewall daemon

Loaded: loaded (/usr/lib/systemd/system/firewalld.service; disabled; vendor preset: di
sabled)

Active: inactive (dead)

Docs: man:firewalld (1)

o HMPAMEZERBERZBRLEEMA telnet HSEERSHNER, TJAERXEST A rama-
daemonset #EH# .

o ERUMEL T AERIRLEBHMNER, JUETEWNTHRE:
o kubelet

/home/t4/sigma-slave/logs/KUBELET . INFO
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o containerd

/home/t4/containerd/logs

WD R —EHEERRTH

o) PR

EERRT RNBHBLRAENTRRS—ERIITH, BERM.
BRGE:

. £ Captain ZHIENAENSHEEE EHER, ARETERTEEH.
. JEFE TR > TR (Nodes)
ERBERT RANE BE > BRIRE.

CBEHREEN/ES, AERMNNTRE:

—_

A W N

machine.sigma.alipay.com/no-daemonset: ""

5. EHNITHIBRIRIE.
AT RRITEM
oS R :

AN R BRI TR

E . =
3 ® RE& Freaadia) Ep ol e
- 2020-05-07 2020-05-07
DT IR FiY 7%
eetrRnEee D 11:02:28 11:02:28
o 2020-05-07 2020-05-07 B 2
S £
Sl o =3 11:0251 11:02:52 S
>
Run custom
2020-05-07 2020-05-07 =
niza . 2 it B
\‘mﬂllzmon BTN 11:09:28 11:09:29 B B
[ machine 14.0.41.224 run custom script:Process exited with status 2 l
heck machine \
C 7< i B
does not exist

ia) @ R A

AFBEXNMATERASH,

BRHG:

A IERBIA,

Captain 2418 = Local 58 LAREEREF—H
EEEIE

=it Local I2HIB LO]LABE B8R, ER Captain £H8 LERBIXN N SR,
i) 2 R A

EMEH, EEA  docker ps -a WIKMBRHAIEE, WA Captain 241888 0E, 2= Local b

BRENSEHE.
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RRTE:

E R Local EMIBRXERST BEHUE.
TEHAKTERD

o) PR
LRERTEHRHAH—ERRIITE, TERK, M TEHAR:

v EfBmasterTa m

= 2% P& Freasdia) 45 12

P HEEBREEA/N (4C8G) , EX etcd BRIELM, MNTSH apiserver TiEEH,

a2 R A

AATRKERIREH  /home/ts BEH, WRKIANFEH, WEEBRERRARERXARE.
BRHR:

1. £ Captain EH AN AEMSMEZ R T K,

2. BEHEBRERIBERNRA,

3. B RIBERACIZFIRE, HEEUTSH:

2H WA
W IRA LR EHE— M HIRERARN—HFHIRAER,
MARA (88 master) HE—PH FIRABIR A—HOER, Hmm—NE2R.
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2 il
#FIRA (8% machine) EE—1H HIRAK (88 master) —#8987R,
4. BEHAE.

5. %748 machine-opstype A4,
i. B#EZ 4 machine-opstype AHZIRANS &HiE .
i. % create-machine 89 OpsType, ¥ TEIETHRITHIIR CEEREBEZT) -

REEN

BENE

v Kustomize

sigma.alipay.com/v
OpsType

create-machine

RunCus

neRunning
ng

ii. BEWE.
6. RRFOERFREX NI EZBIMRARN D,
a2 U EEBE DNS BT PR 55 2%
a2 R A

QRSN MREE T DNS BRSH[NSY, AEREMEKBERZEERTREFNBERTERZS

BRHE:
1. BRT Captain 2414,
2. RLEHER, ARRLEEMIEH,
3. R REE®E > BB (Configmaps) .
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4. EFHEZZEA kube-system,
5. B#HE A cluster-advance-config B9E B IR,

6. Bt i, RS dnsresolvelp MWIEB M NI Z RS MhhE,

7. 4848 sigma-slave-service BBBI, ¥ --cluster-dns HHEERAFNE GRS S,

8. FEHNE—A&8T AL, B&K /etc/systemd/system/kubelet.service XPXHHRE, ¥
—--cluster-dns E’\JE{@ESZ?\J%J?E%E%%HE%%EMMO
9. BURREERE, HEBT R LM kubelet,
wUT:
systemctl restart kubelet

EEFER Pod, HSERIEME DNS BTRSEE P 7,

HREEHER, — BEERMBRPHESTD
o) R A :

SLEREIIEBHLEE ECS EEHMABELER (BELEARFE) , S machine-operator 2 X HEH T R
LTBENEY,

RRTE:
RN THBER kubect | & EEBEHIMBRT =
1. ##BR machine,
BWMT:

kubectl delete machine <TIFZF[>

X—F R, NITEEERASIRE ctrtc #TT—FE T,
2. #m%E machine, ILEEH finalizer MR,
wEWMT:

kubectl edit machine <TIF&AHF>
MBRINT®IT, AEBWA wa RFRU.

finalizers:

- finalizer.k8s.alipay.com/machine

4. iR node MR,
WM
kubectl delete node <TRBZIR>

5. FIEEEHIE.
LW
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kubectl delete cm -n sigma-operator-machine-conditions <name>-conditions

kubectl delete cm -n sigma-operator-machine-conditions <name>-readiness-gates

6. RIFT Captain ZBFHISHRE, PRELENIIRDIELXRT .,
P AEXIZ4EEIR ssh test connectivity failed

o 2 R A
EH TSP SRR EN, SBEEEAN machine-operator £181Y ssh X EEZRENT S, X
fhERE ssh RBEH, BEEMERED ssh key [@H,
BRAE:
1. EHEME DB,
3| AKE3 28 master TR E2IR T ssh BT S, E2FUURINEE,
o MRTUEEEE, WHTHE 2,
o MNEARBEEFTER, NLEMNEEZTHIKE,
2. & sshkey EFHEOHA,

machine-operator {E B #] ssh key & 7E AKE ££8£H) kube-system &3 == 8] TH—N& A sigma-
machine-external-client B9 Secret BE (iX/ Secret ZiRIER M EF O ZERNHRIESH) ssh
key &£RLHT) .

i. £ Captain ZHSHEMEHNERRE, £ EEEE >KREFH (Secrets) ,
i. EFETHBZZEA kube-system,
i. B#& A sigma-machine-external-client {258,
Hh Sshkey FEEW SIS ERRN AR 2 machine-operator & A HY ssh key,
iv. & Sshkey IR E — PN XHE,
ENNTREEN \n BB AT,
V. ERXANE/ER sshkey ZiXBERBIRT R,

MBEEAL, RBBFRHRREXNZD key BRE, FEEBRTREXFXD key iR ZRE,
HERENENREBRFHNAFEEE DR, XMBERRARMRENZLERESH R TR ER
=, BREMEKIES,

08 Captain IE#H A E L E 502 #Hix

ia) & J5R A
Captain ZH 8B AME BT,
RRAE:

1. /8 Captain 58,
MESERE, WHEHTLSE 2,
2. &BF Captain FEIR AR,

BE logs/akeconsole/common-error.log 0 logs/sofa-runtime/common-error.log , tﬂ%%ZiﬂE

ﬁﬁ?ﬂﬂ Failed Join to cluster, address=xxx El‘]?éti;i, iﬁ,ﬂﬂ,—% cafeflow ﬁ%".‘%“éﬁ&%&)ﬁ'i}]é‘&m&

(GBEE R Captain FRIEVNBRREESHEMNEFT OUBRSH) , FEFIE Captain H#EED cafeflow £
RS ,
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3. &% Captain R, AT TEE SQLIBAIEREELUE:

TRUNCATE TABLE cafe flow cluster node;

D ==
BEEEASHEIEE, BHLEKESX,

4. FKXREZEFAB Captain =8,
BEF—RE, ES500BERRE—8, AERNESR,

ERTrPEH2Z G, Captain EA L&
o) R & :

Captain SEEKIEE P FHEA T EEERNIES, NREFESNEBLEDZK, Captain HIEEZLIE
BHIKRR, TEEN.

RRFGR:
1. 3REXEXEEEE B Rio] A AY admin kubeconfig,

B FEEERNEXIERBEFMEE kubeconfig b, FHLECERIEEBRITIAKN admin
kubeconfig:

o XFITERK, LN master A LM /etc/kubernetes/kubeconfig/admin. kubeconfig X
.
o XF KOKEERER, MM ANEMETER L2 KOKEHENHEZETH

admin.kubeconfig X Secret IR A,

2. 3REX admin kubeconfig /5, BEDHABHEBRAWNTIINEZE:
o kube_config: {9 admin.kubeconfig ARENEIANEA.

o ca_cert: {HA admin.kubeconfig M certificate-authority-data HI{E base64 B2 EH
&
o admin_cert: {4 admin.kubeconfig P client-certificate-data HI{E base64 figis 2 /a8
B,
o admin_key: {BA admin.kubeconfig K client-key-data HI{E base64 BBZEHRE.,
3. KIEEFEPHIEEN cluster_id,
RO BT Eif) Captain #3EE/ cluster RHEH id,
4. AT SQLIEEEHT Captain iR ERMNESR.
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update cluster cert set cert = '<ca cert>' where cluster id = '<cluster id>' and type =
'root';

update cluster cert set cert = '<admin cert>' where cluster id = '<cluster id>' and typ
e = 'admin';

update cluster cert set cakey = '<admin key>' where cluster id = '<cluster id>' and typ
e = 'admin';

update cluster cert set kube config = '<kube config>' where cluster id = '<cluster id>'

and type = 'admin';

D ==
ERTEERNNESE 2 B MSRNE.,

5. /3 Captain,

Grafana #faIx44h& E R SS
Grafana X4MRERSHEUTHM LN :
e NodePort 5%

i. Bz Service,

apivVersion: vl

kind: Service

metadata:
name: grafana-node-service
labels:

name: grafana-node-service

spec:
type: NodePort +XBRRE NodePort HYSEEL,
ports:
- port: 3000 #HXBRIHEOM clustertp E (B 1P:8080) , HAERAIE,

targetPort: 3000 #EWO—EEFM container FFEHIFHIIHOM R,
protocol: TCP
nodePort: 31111 # FREMNTHRESARIEO, wOSAKF 30000, tbimOAtsMERIER,

selector:
app.kubernetes.io/instance: grafana HXB—EEERA BRI,

app.kubernetes.io/name: grafana
ii. TRE Service,
kubectl apply -f service.yaml -n kube-plugin

iii. EARSS .
PREREE— TR, HEERXA BE :HEAROD o TREOTEEX, ERFEFEH
B, REMEMAY Service T Rk AR,

e PodiPA=
MERAFNERMNEMEFNEMEITIE, TTLAEEER PodP R TiHI, HRARAEEFER

PodIP:3000 IH[A),
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5.7.2. Containerd iz 4% 0 o] 5
ZEHEZINERESRDPD

1. BREEBIT HTTPS FIENEZ TS,

1£ Containerd MIECE X4 /etc/containerd/config.toml

AINATAE:

[plugins."io.containerd.grpc.vl.cri".registry.mirrors."your registry.com"]endpoint = ["

http://your registry.com"]

2. &3 Containerd,

systemctl daemon-reload

systemctl restart containerd

3. Bk HTTPS R ENEE.,

ctr images pull --plain-http=true acs-reg.alipay.com/acloud/rama-daemon:v0.1.0

5.7.3. R REHMNKZIZITTA

EARMBEDOLEAN acs-reg.alipay.com/acloud/netshoot:latest BB , WU

kubectl apply -f netshoot.yaml

netshoot.yaml WAWT:

+ ®RETIR
apiVersion: vl
kind: Pod
metadata:
name: netshoot
namespace: kube-system
spec:
containers:
- name: netshoot

image: acs-reg.alipay.com/acloud/netshoot:latest

resources:
limits:
cpu: "0.5"
memory: "200Mi"
requests:
command: ["sleep"]
args: ["infinity"]

5.8. RS RENIFE
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5.8.1. AR ENAWME

1) 25 4 ik

BRIAENNE, TEHBREH
ERMIRSS .

LS B

1. BRERLVEREIE, EEUERSE.

shell>su mysql

shell>df -h

Filesystem Size

/ 40G 3.9G 37G
/dev/v01ld 14T 4.6T 8.6T
/dev/v02d 3.5T 3.5T 673G
shm 64M 12K 64M

Used Avail Use% Mounted on

10% /

35% /u01/my3306
100% /u02/my3306
% /dev/shm

EERNBEEWEH, FEHAEN 100%,
2. ERMEN, RNATEHAERAEIIA,

shell>cd /u02

shell>du -sh *|grep G |sort -rn

624G 2£9181d4-e223-460c-8489-1a890£25ca75
605G 8aB8671lac-0524-43e7-80ab-96104a3121f1
102G 144174cd-3382-4010-82e2-e9%ebad50ee9d
99G 513e5¢c37-76ce-4a4b-8560-e03514732b27
42G 7¢c22d153-6f21-4elb-a7bc-eled2560193f
42G 6361d900-7893-4393-9ad7-b11113d44bc0

3. RIBEBXHB B N SEH B,

HERIRRE
+BEE

SEENHAENRRE, EMNESEEINEHRESEHEMNREK, T

&« C @ F&2 | acs-gamma. & * ()
GAMMA  Pools i+ &Discove B TR m * - gu
58testd 1231 & oa o J%
Baxd
Stop 1 B w
I b R 23181d4-2223-460c-8489-1aB90f25  Search
Exact Search
O sha256:80f026: Up 10 CF
ey o 0
tarns Par Pag: - Total : 1
4. BRAR[, EERTBR,
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shell>su mysqgl

shell>/u02/my3306/1log

shell>ls |grep mysql-bin |wec -1 ##it binlog HEIIEE.

2471

shell>1ls |grep relay |wc -1 #51t relaylog BEHIEE, EXTF 1, &
1172

5. RBEEMNEFIER, HIATHERE binlog BE,

Slave IO Running: Yes #10 XI2N Yes RRIEE; N No RLFE.
Slave SQL Running: Yes #S0L KIEH Yes RIWILEE; A No BRELFE.
Slave SQL Running State: Slave has read all relay log; waiting for the

ve I/0 thread to update it #HREER.
shell>tbsqgl slave |grep Seconds Behind Master
Seconds_Behind Master: 0 +EMIERA 0, RRER,
shell>su mysqgl

shell>dbasgl

shell>tbsgl slave |grep Running

KAkKKAAAKKAKRKARAKAA A IR A A KA KA Kh K 1_ row AAKkKAAAKAAAKAKAAARAAAKA KA KA KKK
Slave IO State: Waiting for master to send event
Master Host: 11.165.245.24

Master User: slave

Master Port: 3306

Connect Retry: 60

Master Log File: mysql-bin.036625

Read Master Log Pos: 26254

Relay Log File: relaylog.073251

Relay Log Pos: 279

Relay Master Log File: mysql-bin.036625 re
Slave IO Running: Yes #10 ZIEA Yes RTIEE; N No RREH,
Slave SQL Running: Yes #S0L &IEN vYes RTIEHE; N No ‘RREE.
Replicate Do DB:

Replicate Ignore DB:

Replicate Do Table:

Replicate Ignore Table:

Replicate Wild Do Table:
Replicate Wild Ignore Table:

Last Errno: 0

Last Error:

Skip Counter: 0

Exec Master Log Pos: 26254

Relay Log Space: 484

Until Condition: None

Until Log File:

Until Log Pos: 0

Master SSL Allowed: No

Master SSL CA File:

Master SSL CA Path:

Master SSL Cert:

Master SSL Cipher:

Master SSL Key:

AEMEHIER.

sla

Seconds Behind Master: 0 #+EMIERA 0 RFIEE; A null REEMEFHIFE,

Master SSL Verify Server Cert: No
Last IO Errno: 0
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Last IO Error:

Last SQL Errno: 0

Last SQL Error:

Replicate Ignore Server Ids:

Master Server Id: 195426802

Master UUID: c9475f£86-13d9-11e9-b149-7a420ba5£518
Master Info File: mysql.slave master info

SQL Delay: 0

SQL Remaining Delay: NULL

Slave SQL Running State: Slave has read all relay log; waiting for the sla
ve I/0 thread to update it

Master Retry Count: 86400

Master Bind:

Last IO Error Timestamp:

Last SQL Error Timestamp:

Master SSL Crl:

Master SSL Crlpath:

Retrieved Gtid Set:

Executed Gtid Set:

Auto Position: 0

5.8.2. AKE3 B Captain HLITHI AR R A K
&) F&
EAm=
AIGERTF AKE3 1.0.0~ 1.4.1 B9EEERE, AKE3 200 RUEERSERET ANBERBEFERK,
o) 8 5 ik
Eﬁllj_, AntStack Plus E'\] /home/t4/sigma-slave /home/t4/sigma-master Eﬁfﬁiﬁﬁaﬁ] fﬂ oJ g EE_"'-
HAEXEXHELSHEFRED
BRDE
RO LURBU TS EBIE S Captain ITHIABERE:
1. &% run-script opstypes,
@ 88
ELRENREZEE, BolLBE U THLSWIAREEREE run-script opstypes,

kubectl get opstypes.machine.sigma.alipay.com run-script
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i >I%D)\"F1J€EE1§'<T¥%J run-script.yaml

apiVersion: machine.sigma.alipay.com/v1l
kind: OpsType
metadata:
name: run-script
spec:
steps:
- actionHandlerName: RunCustomScript
description: Run custom initialization script

name: RunCustomScript
i. ITUATHL:
kubectl apply -f run-script.yaml
2. BERHAR,
i. &% Captain 2418,

i. BHERER, AERTEREE.
ii. B, ARG EHER.

€ EpEe
R test v

9 et wn. mame P
it api a3 NI Service HE: eni zantpl..
e
Trae v MEEE
@ e
EEER =5 e ]
3 3 [} 42 42 0

3387 i (G2) - 201452

v. TE SRS H MBHAA SURE, MALTHZA,

EitEE

= BETERSHONES

FHAEIZ

#|/bin/bash
masterCronFilePath=/etc/cron.d/sigma-master-clean-log
masterLogcleanSeript=/etc/kubernetes/sigma-master-clean-expire-logs.sh

masterDir="/home/t4/sigma-master/iogs"

slaveCronFilePath=/etc/cron.d/sigma-slave-clean-log
sl

LogeleanScript=/etc/kubernetes/sigma-slave-clean-expire-logs:sh
slaveDir="/homeft4/sigma-slave/logs" -

#!/bin/bash
masterCronFilePath=/etc/cron.d/sigma-master-clean-log
masterLogcleanScript=/etc/kubernetes/sigma-master-clean-expire-logs.sh

masterDir="/home/t4/sigma-master/logs"

slaveCronFilePath=/etc/cron.d/sigma-slave-clean-log
slaveLogcleanScript=/etc/kubernetes/sigma-slave-clean-expire-logs.sh

slaveDir="/home/t4/sigma-slave/logs"
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if [ -d "SmasterDir" ]; then
cat >SmasterLogcleanScript <<'EOF'
#!/bin/bash

if [[ $# -1t 3 1]1; then
echo "need target dir log level remain count"
exit -1

fi

target dir="/home/t4/sigma-master/logs"
master component=$1
log level=$2

remain count=$3

if ((${remain count} <= 0)); then
echo "remain count need greater than 0!"
exit -2

fi

# judge if target dir exists

if ! [[ -d ${target dir}/${master component} ]]; then
echo "dir ${target dir}/${master component} not exists!"
exit -3

fi

# filter files under target dir
to sort files=()

todo count=0

exclude files=()

exclude count=0

target files=$(ls ${target dir}/${master component}|awk '{print i$0}' i=S${target di

r}/${master component}'/")

condition=""${target dir}/${master component}/kube-${master component}\. [ \.]+\.["\
J+\.1log\.S{log level}\.["\.]+\.["\.]+s"
for f in ${target files[@]}

do
if ! [[ -f ${f} 1]; then
continue
elif [[ -L ${f} ]]; then
link file="readlink ${f}"
if [[ "${link file}" =~ ~[*/]+ ]]; then
link file=${target dir}/${master component}'/'${link file}
fi
if [[ "${link file}" =~ ${condition} 1]; then
exclude files[exclude count]=${link file}
((exclude count+=1))
fi
continue
elif ! [[ "S${f}" =~ S{condition} ]]; then
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continue
fi

to sort files[todo count]=${f}
((todo count+=1))

done

# sort
sorted files=$(for f in ${to sort files[Q]}; do echo $f; done | sort -t "." -k 6 -r
)

to del files=()
todel count=0

filtered count=0

for £ in ${sorted files[@]}

do
if [[ "${exclude files[@]}" = *"${f}"* ]]; then
continue
elif [[ S${filtered count} -1t ${remain_count} 11; then
((filtered count+=1))
continue
fi
to del files[todel count]=${f}
((todel count+=1))
done

# print and clean
for £ in ${to del files[@]}
do
ionice -c2 -n7 rm —-f "S{f}"
done
EOF

chmod +x S$masterLogcleanScript

cat >SmasterCronFilePath <<EOF
# every 5 minutes

*/5 * * * * yoot /usr/bin/sh $masterLogcleanScript apiserver ERROR 2 >/dev/null 2>&

1 0>&1

*/5 * * * * root /usr/bin/sh $masterlLogcleanScript apiserver INFO 5 >/dev/null 2>s&l
0>&1

*/5 * * * * root /usr/bin/sh $masterLogcleanScript apiserver WARNING 2 >/dev/null 2
>&1 0>6&1

*/5 * * * * root /usr/bin/sh $masterlLogcleanScript apiserver FATAL 2 >/dev/null 2>&
1 0>&1

# every 5 minutes

*/5 * * * % root /usr/bin/sh $masterLogcleanScript controller-manager ERROR 2 >/dev
/null 2>s&1 0>&l

*/5 * * * % root /usr/bin/sh S$masterLogcleanScript controller-manager INFO 5 >/dev/
null 2>&1 0>&1

*/5 * * * * root /usr/bin/sh $masterLogcleanScript controller-manager WARNING 2 >/d
ev/null 2>&1 0>&1

/e L oo ow ' 7 oA A . - - ~ CE . L mmmar oA~ /o
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~/o> ~ ~ * * root /usSr/pln/sn smasterLogcleansCrilpt controller—-manager rALTAL £ >/dev
/null 2>&1 0>&1

# every 5 minutes

*/5 * * * * root /usr/bin/sh $masterLogcleanScript scheduler ERROR 2 >/dev/null 2>&
1 0>&1

*/5 * * * * root /usr/bin/sh $masterlLogcleanScript scheduler INFO 5 >/dev/null 2>s&l
0>&1

*/5 * * * * root /usr/bin/sh $masterLogcleanScript scheduler WARNING 2 >/dev/null 2
>&1 0>&1

*/5 * * * * root /usr/bin/sh $masterLogcleanScript scheduler FATAL 2 >/dev/null 2>&
1 0>&l

EOF

fi

if [ -d "S$slaveDir"™ ]; then

cat >$slavelogcleanScript <<'EOF'
#!/bin/bash

if [[ $# -1t 3 1]1; then
echo "need target dir log level remain count"
exit -1

fi

target dir=$1
log level=$2

remain count=$3

if ((${remain_count} <= 0)); then
echo "remain count need greater than 0!"
exit -2

fi

# judge if target dir exists

if ! [[ -d ${target dir} ]1]; then
echo "dir Starget dir not exists!"
exit -3

fi

# filter files under target dir
to sort files=()

todo_count=0

exclude files=()

exclude count=0

target files=$(ls ${target dir}|awk '{print i$0}' i=${target dir}'/"')

condition=""${target dir}/kubelet\.["\.]+\.["\.]+\.log\.${log level}\.["\.I+\.["\.]
+$"

for £ in ${target files[@]}

An
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if ! [[

elif [[

elif ! [

fi

to sort

-f ${f} 11; then

continue

-L ${f} 1]; then

link file="readlink ${f}"

if [[ "${link file}" =~ ~[*/]+ ]]; then

link file=${target dir}'/'s${link file}

fi

if [[ "${link file}" =~ ${condition} 1]; then

exclude files[exclude count]=S${link file}

((exclude count+=1))
fi
continue
[ "${f}" =~ ${condition} ]]; then

continue

files[todo count]=${f}

((todo count+=1))

done

# sort

sorted files=$ (for f in ${to sort files[@]}; do echo $f; done | sort -t "." -k 6 -r

)

to del files=()
todel count=0

filtered count=0

for £ in ${sorted files[@]}

do
if [[ "S${exclude files[@]}" = *"${f}"* 1]; then
continue
elif [[ ${filtered count} -1t ${remain count} ]]; then
((filtered count+=1))
continue
fi
to del files[todel count]=${f}
((todel count+=1))
done

# print and clean
for £ in ${to del files[@]}

do

ionice -c2 -n7 rm -f "S${f}"

done
EOF

chmod +x $slavelogcleanScript

cat >$slaveCronFilePath <<EOF

# every 5 minutes

*/5 * * * * root /usr/bin/sh $slavelogcleanScript $slaveDir ERROR 2 >/dev/null 2>s&l

0>&1

*/5 * * * % root /usr/bin/sh S$slavelogcleanScript $slaveDir INFO 5 >/dev/null 2>&l
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0>&1

*/5 * * * * root /usr/bin/sh $slavelogcleanScript $slaveDir WARNING 2 >/dev/null 2>

&1 0>&1

*/5 * * * * root /usr/bin/sh $slavelogcleanScript $slaveDir FATAL 2 >/dev/null 2>s&l

0>6&1
EOF
fi

D ==
m AP Linux 382

(If) , &€

A

windows #&z{ (crlf) .

 MRBELESHECHAR, BNEETEAHRITEN.

3. ITEEXMR,

i. ¥ Captain EHAZMSMEE, EF

EHEHE >34 (Nodes) .

i. EPRIFREHERTRAE, EE{HERES>HTEEXHER,
ii. BEHRR, REFHFELEBTH,

4. BELR,

BAEEEE

55 = RS Fresagia] EmatiE]

RRTAArEee i) [ 572 | ;DEE'??“ fiz'”'m

FiFtRiFrRa s}

i custom
initalization script

1B

o ZEH Master #l slave T, TIA Master T =& master #1 slave X44; slave TR R A slave X,

total 32

[root@ake-worker003 ~1# 11 /etc/kubernetes/

drwxr-xr-x 2 root root 4096 Dec 30 15:37 kubeconfig
-rwxr-xr-x 1 root root 6474 Jan 24 13:40 logclean.sh
drwxr-xr-x 2 root root 4096 Jan 18 16:05 manifests
drwxr-xr-x 3 root root 4096 Dec 30 15:37 pki
-rw-r--r-- 1 root root 383 Jan H
-rwxr-xr-x 1 root root 2055 Mar sigma-master-clean-expire-logs. sh
-rwxr-xr-x 1 root t 1870 M sigma-slave-clean-expire-logs.sh
[root@ake- worker003 ~]# 11 fetcf ron.d
total 20
-rw-r--r--. 1 root root 128 Aug 25 2021 UhourTx
-rw-r--r--. 1 root root 108 oct 14 16: ¢}
-rw-r--r-- 1 root root 1511 Mar 4 21:01 sigma-master-clean-log
—rw r—-r-- 1 root root 551 Mar 4 21:01 sigma-slave-clean-log
——————— root 235 Nowv 30 10:37 S5y55C4aC
[root@ake worker003 ~1# 11
o SNMEETREENSHAREERD.
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5.8.3. AT DNS BRE

5] 3 4 iR

AENE DNS TEEERITHENSERABALEERE.

KiEKRE

£ Captain £H15, B WebShell ZRE2, EESHDONSHE. w2 T:

cat /etc/resolve.conf

MR L RE—FT nameserver JREMEA 127.0.0.11, NAXRSEERINE DNS, HIUREBITEK
BF, TIAN A E DNS LM,

e B
BRTNASIZEEMIR, &Y WebShell 2R EF28{BEEN, E/5 docker i#iE, <MW

service docker restart

ZRIWIE
1. &3 WebShell ERBH[BEEN, 0F docker HIBRES, W T:
service docker status
2. NMERNZNEMAS RS EBNTRDESRNES, BRUUEERT., fSUT:
dig <IAARaSHHE>
3. BRRNERR, JMUEERTEM ETHRAHEEZ., f<UT:
dig < ETFiFAMFRYE S k>

#hFE R A

SNFAZEMFHARNE DNS IB8 28, MiZEENEN DNS, BYREEEBIBRZRNRE— NI ML
NEMBRBRAMESTEERNE DNS, IRZE, WHEEHRNEDNS;, Rz, WAZFERE DNS,

RIFUTERIESBEIENEDNS TE:
1. =LA,
2. {2EXEEN label,

com.alipay.acs.container.server type=DOCKER VM

3. BHER.

Fé%%ﬂl‘] /etc/resolv.conf %Wﬁi?ﬂﬁi*ﬂﬂ"] /etc/resolv.conf o

5.8.4. AT kM
o) B% 1A
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FELREAY, E8FESED, SIZTREERENY, BESFHFRETKN, EhE—SHRTEKR. X
BIAKK, REEEAZBHHNREER,

i B

1. HEITERM S ERHH kubeconfig 314,

2. EifIXF R machineops 1 machine BRA,
WU

kubectl --kubeconfig <kubeconfig> get machineops <machineops name>

kubectl --kubeconfig <kubeconfig> get machine <machine name>

3. EET AT BAMBEAREES .
WU T:

kubectl --kubeconfig <admin.kubeconfig> -n <kok cluster namespace> logs <sigma-machine-

operator-pod-name>

4. BETRNEEDRE, BT ITRES.
ZRRIE
EmI, ERFEPHEFIRMNT R,
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6.AntStack DNS (ADNS)
6.1. ”FmZEH

ARXANB AntStack DNS B9 RZEH ,
ZHEEMN
BINR R DNS ££8 (35 DNS Master #] DNS Slave) XF4ME1H DNS TR SIEIRS . DNS T E S

5 DNS Master, HELS%E, [ DNS Slave SREX I E MM DNS Master B & 817, XM ELHE
RS . RIEARRKEE, DNS Master F Slave i&3i3 VRRP U 2R & 9IRS T BEANEES ., BHEZEAN

T:

DNS f@##riEsk

agent

DNS Master

EERR

————— AR ——mme- SMEFTREN S

B laaS/Paas
DNS Master
Z/ Masterth, RFE—" active, ERH Master A standby, EMWIEHER, VIP ST active B9

Master L, active Master EBHA T a4 :

o J§F1 DB 89 zone HXHFUIRR L E A M,

e ¥ active Master # DNS & 7Z[E# = DB,

e % DB %45 standby Master £ DNS BL &Eif1TEI,

e % active Master 9 DNS £77 5 Slave 9 DNS i@ K £ @i B H43E
DNS Slave

Slave 1244t RPC #[1, H DNS Master g R% DNS #4E.
Master fl Slave T EINEEE RIS HIEUR LR zone BB X4, DNSHEATIRS H bind9 124,
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e & DNS API &0 RRIZREY, £ bind9 MRZ I OMSEE RR, BR+E A DB,
e j&jd DNS APIFNN zone B, NE4%kEF S DB, HiEAS DNS 89 RPC O zone,

EHERLENIEDR, % DB hHY zone 5AMEY zone 7A—EES (a0 DB A zone A, ZAi1i&H zone
A) , LA DB % zone fEREUREE, 2 DB hHIE zone B RRIZREARMBA—E, MPAARME RRIT
RIEREIREE,

R &R FA B

Master @3 HTTP #0124t DNS #iRHIEM LT . EEVBRURT RMASBRENERE,
o DNS MIEMXKZE: Master i@ Slave B9 RPC #EOFIZEH DNS #4E.

o FHRYNR: E3 DB AR, EF standby Master BI%IE.

o TRMAS#IR: E5 DB haYEUE, WHAE Master B9 sync-ha-state &0,

=
7= A H
ADNS 5 HfthF=migBHkE, hRBEMEBRH.
ERKY
o BHEEE
BABERERBEWT:
58 6
VIPL + VIP2
keapalive ey keepalive
DMS Slave DINS Slave
- -
E i Xt
| % a
DMS Master DME Master
(E)
| MmE ) ENTR
DNSHE - OB - DNSTE
< Z B =

VRREFP VIP1 + VIP2

o XHLEIE
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LB ERE R T

AL

VRRF VIP1 + VIF2

DN Stave DN Stave
244t
OIS Master DN Master

(i) ) .

1L RaR
»
NSRS DNsiERE O
BER g
EETammRiat  WRRPVIP

6.2
6.2.1.

RIS\ ADNS B USHRIR
ADNS ZFE XTSRRI TR

3
g
2
B
e

= A
N7 3 IR B
ADNS

DNS fi& >200m
if’ffrﬂﬁ o Cost
73
ADNS DNS fi# Succes
B ARD <10
% %

6.3. RAHE

AR AntStack DNS 38 ¥£ R % H K88
H &5 88

VRRP VIP1 + VIP2

ONS Slave ONS Slave
ot 04 ]
. DNS Master DS Master
(&) ()
i .
DM i DS
wERAA

VRAPVIP RS rxinmnms

RE  s=
AR BE .
(B (p R
W) )

2 P im{i DNS #2477
1 3 EEWNEE,

E P imfg DNS 4T
BIRIE ., —RRTE
30~40 Z g,

EL4EHTA

O

° MRRBAS

Z, JURE.

° MRBERHLMN
BREK, BEE
TN W A HE B
i, &= DNS
RiTASHI
=8

ERRRUKRE

FEAR,
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igs BHEBR
master dnsmng &
HERE
master dnsmng API i
RE®E
master/slave I;eepahved &

master/slave dnsagent Bi&

HE&ERH
dnsmng EEHEHE:

AEEE

/home/admin/dnsmng/log/adns
_biz.log

/home/admin/dnsmng/log/adns
_api.log

supervisorctl tail keepalived
stderr

/home/admin/dnsagent/log/adn
s_biz.log

B &R

LERTERHENISAE, 857
zone. DNS iERIEM K. HiIERL
SHEXEE.

IBRT APIBRIER, 8iEEA
URI, method. REIBURBERA
P,

keepalived A&,

dnsagent B3, HEPH “failed
to update timeout dispatch job:
DB unavailable” o] PAZEE, agent
¥E# DB,

time="2021-08-02T13:04:56+08:00" level=error msg="failed to update master list on DNS nodes
failed to update master list on DNS nodes:
192.*%* . ** ,59:53: dial tcp 192.**.**_,59:15353: connect: connection refused; 192.**.** 23:54:

dial tcp 192.** . **,23:15454:

connect: connection refused; 192.**.** _ 23:53: dial tcp 192.**.,**,23:15353: connect: connect

ion refused" service=DNSClusterHAService

time="2021-08-03T22:00:46+08:00" level=warning msg="DNS

service (port 54) on node 192.** **,

23 is found to be unavailable for 4m0Os: read udp 192.**.**.59:58323->192.** ** 23:53: read:

connection refused" service=DNSHealthChecker

time="2021-08-03T22:00:46+08:00" level=warning msg="DNS

service (port 53) on node 192.** **,

23 is found to be unavailable for 5m0Os: read udp 192.**.** 59:58323->192.** ** 23:53: read:

connection refused" service=DNSHealthChecker

time="2021-08-03T22:00:46+08:00" level=warning msg="DNS agent/named process on node 192.*%*.
** .23 is found to be down for 4mOs: dial tcp 192.**.**,23:15353: connect: connection refuse
d" service=DNSHealthChecker

time="2021-08-03T22:00:46+08:00" level=warning msg="DNS agent/named process on node 192.*%*.
**.23 is found to be down for 5mOs: dial tcp 192.**.**,23:15353: connect: connection refuse
d" service=DNSHealthChecker

time="2021-08-03T22:00:46+08:00" level=error msg="failed to check zone conf drift between D
B and DNS: failed to fix zone conf drift with node 192.**.**_.23:53:
ent on server 192. %= *x_23:15353:
service=DNSDataChecker
time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone 10.in-addr.arpa.'s R
Rs from slave 192.** ** .23: dial tcp 192.**.**.23:53: connect: connection refused" service=
DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.** . ** 23,
slave server" service=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone 172.in-addr.arpa.'s

failed to connect dnsag

dial tcp 192.**.**,23:15353: connect: connection refused"

continue to next
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RRs from slave 192.**.** . 23: dial tcp 192.**.**,23:53: connect: connection refused" service
=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.**.** .23, continue to next
slave server" service=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone alibaba-inc.com.'s R
Rs from slave 192.**.** 23: dial tcp 192.**.**,23:53: connect: connection refused" service=
DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.**_ **_ 23, continue to next
slave server" service=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone aliclone.net.'s RRs
from slave 192.** .** 23: dial tcp 192.**.**_,23:53: connect: connection refused" service=DNS
DataChecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.** . ** .23, continue to next
slave server" service=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone aliyun-inc.com.'s RR
s from slave 192.**.**,23: dial tcp 192.**.** ,23:53: connect: connection refused" service=D
NSDataChecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.**.** .23, continue to next
slave server" service=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone aliyun.com.'s RRs fr
om slave 192.** ** ,23: dial tcp 192.**.**.23:53: connect: connection refused" service=DNSDa
taChecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.**.** 23, continue to next
slave server" service=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone aliyuncs.com.'s RRs
from slave 192.** .** 23: dial tcp 192.**.** _ 23:53: connect: connection refused" service=DNS
DataChecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.** _ **_ 23, continue to next
slave server" service=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone cloud.aliyun-inc.com
.'s RRs from slave 192.** . ** 23: dial tcp 192.**.**,23:53: connect: connection refused" ser
vice=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.** . ** 23, continue to next
slave server" service=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone ngis.net.'s RRs from
slave 192.** ** 23: dial tcp 192.**.**.,23:53: connect: connection refused" service=DNSDataC
hecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.**.** .23, continue to next
slave server" service=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone tbcdn.cn.'s RRs from
slave 192.** . ** 23: dial tcp 192.**.**,23:53: connect: connection refused" service=DNSDataC
hecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.**.** 23, continue to next
slave server" service=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone tbsite.net.'s RRs fr
om slave 192.** ** .23: dial tcp 192.**.%*.23:53: connect: connection refused" service=DNSDa
taChecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.** _ **_ 23, continue to next
slave server" service=DNSDataChecker

time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone yum.tbsite.net.'s RR
s from slave 192.**.** 23: dial tcp 192.**.** ,23:53: connect: connection refused" service=D
NSDataChecker

time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.** . ** .23, continue to next

slave server" service=DNSDataChecker
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time="2021-08-03T22:01:02+08:00" level=error msg="failed to fetch zone oceanbase.com.'s RRs
from slave 192.** .** 23: dial tcp 192.**.**_,23:53: connect: connection refused" service=DNS
DataChecker
time="2021-08-03T22:01:02+08:00" level=info msg="skip slave 192.** ** .23, continue to next
slave server" service=DNSDataChecker
time="2021-08-03T22:01:46+08:00" level=warning msg="DNS service (port 53) on node 192.** **,
23 is found to be unavailable for 7m0Os: read udp 192.**.**.59:371
89->192.** ** 23:53: read: connection refused" service=DNSHealthChecker
time="2021-08-03T22:01:46+08:00" level=error msg="failed to check zone conf drift between D
B and DNS: failed to fix zone conf drift with node 192.**.**_.23:53

failed to connect dnsagent on server 192.** ** 23:15353: dial tcp 192.**.**.23:15353: con
nect: connection refused" service=DNSDataChecker
time="2021-08-03T22:01:46+08:00" level=warning msg="DNS agent/named process on node 192.*%*.
**.23 is found to be down for 6mOs: dial tcp 192.**.**,23:15353:
connect: connection refused" service=DNSHealthChecker
time="2021-08-03T22:01:46+08:00" level=warning msg="DNS agent/named process on node 192.**.
** .23 is found to be down for 7mOs: dial tcp 192.** . **,23:15353:
connect: connection refused" service=DNSHealthChecker
time="2021-08-03T22:02:02+08:00" level=error msg="failed to fetch zone 10.in-addr.arpa.'s R
Rs from slave 192.**.** . 23: dial tcp 192.**.**,23:53: connect: co

nnection refused" service=DNSDataChecker

M EREER: 192223 1% slave EEEAM, MRAS XK, BRERTHT R LM dnsslave K7,
AEFE

ADNS ZIAEEE T logrotate, REEFHMEFEREK. ADNS WHERUBR RN, EMAEXH, RERE
ANEEXHE., SIEE 5 NEEXHE, F—TASXHIREE,
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wtmp and btmp

ot utmp

ns metrics.logrotate named

6.4. P55 KE

= o] A FEUEE — Bt e
AntStack DNS BRI E F EZ/RE DNS S o] BMEE—M, MERNBIWT:
e DNS master F slave i 46

B1E slave (#RHARSS) 53 I OBYIRM . agent is OBEHEN, MRiHOFENEK, Sk error BEE

/home/admin/dns{mng, agent}/logs o

e DNS HE—EME1a

3% DNS zone. DNS iEZRBH, ADNS i DNS master ] DB, DNS master §1 DNS slave 89283z,
MBEMAR, SLADNS master () BIEIEAE, HITEIMHE,

REA
1. #3d nslookup {domain name} {adns slave vip} w<IA ADNS ERIEEIRMRS.
2. T\ ADNS slave 2EFIF & T1E,

i. £ DNS slaveTs m#11T supervisorctl status ®<, A bind, keepalived, dnsagent R
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ANT GROUP

i. £ slave 88T cat /home/admin/dnsagent/log/adns biz.log WLBEEATZEERHEIR
BR.
3. #1¥ curl {master vip}:80/ha/hastate IHINZRTREIEFEIRE.,
4. T8I\ ADNS master BB IEFE T IE,
i. 7€ DNS masterid m 11T supervisorctl status @<, #iA bind. keepalived. dnsmng i
FREBLEE,
ii. &£ master BPHIT cat /home/admin/dnsmng/log/adns biz.log B EEHERTEREE
B
5. DNS CR#& &,

i. 117 kubectl get zone ﬁ/ﬁ\, EBEEED zone BPIRESREN  Created o

ii. #l,fi‘ kubectl get dnsendpoint -A ’uarf/ﬁ\, EE%’P‘E%E’\] PHASE zE'El;é:‘\ Succeed o

6.5. iz =
6.5.1. & 1o S HE&E B K

Mastera 28 R X ##HZ bind. dnsagent. dnsmng. keepalived, dnsmng 2 EHE, B4 APIEO,
keepalived M IENKETER, BESTHA.

2§ DNS Master AoJ TS EXERY, MIATILN A EHES !
o HA master%‘%%, & supervisorctl status ﬁ%’é%%’l\iﬁﬁi%éEﬁiﬁﬁo
o MBHIFET, MR keepalived KEHFE, AT HBHE:

i. £ master 3BT env EERELTE, FEXT:

®  KEEPALIVED VIRTUAL IPS & AHEAEE vip,
®m  USE VRRP =& A yes,

®m  LISTEN ON VIRTUAL IPS B A Yyes, HEE /etc/keepalived/keepalived.conf BLEMF

ZLRBIEW. virtual ipaddress EREEN vip, RERBZEPFETHEE,

ii. fEF supervisorctl tail keepalived stderr @I EE keepalived B, % keepalived B35

KMBEE, MRBFRREE keepalived B, WHEEHTUNTHS:

mv /etc/supervisord/conf.d/keepalived.conf /etc/supervisord/
supervisorctl reload
mv /etc/supervisord/keepalived.conf /etc/supervisord/conf.d/

supervisorctl reload

iii. dnsmng BitiE, EAsZPEE  cat /home/admin/dnsmng/log/adns biz.log BEEBHE,
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iv. 128 zone B dnsrrieREM, B  curl {master vip}:80/ha/hastate ERBEEEIRE, WNR

2404, ZH/E—TERANIP RTER., IREHMER, HABREE
/home/admin/dnsmng/log/adns biz.log , FIlr R B AEIEET L EE,

V. dnsagent)ﬁi}]ﬁiﬁﬁ, ERARDEE /home/admin/dnsagent/log/adns biz.log , Hd “failed to
update timeout dispatch job: DB unavailable” $#iRTIAREE, EEEEEHEMBIZRER.
e Slave 28 bind. dnsagent. keepalived & X HENHE RS master 241,

6.5.2. 1% = allow-recursion ME&

ADNS Ekl)\ﬁl#ﬁﬁﬁﬁﬁ)jﬁﬁ_ Eélﬁjlﬁ;}z, IL:\TI’)\ BITIXE allow-recursion %;&, fti#%ﬂﬁv\ﬂﬂ):'ivf
EIETEW\IFK,

BRESPR
1. B3 ADNS B,

docker exec -it <dns container name> bash
dns container name & master DNS LK slave DNS,
2. 117 vim /var/named/chroot/etc/named.conf.options WmEBIK  allow-recursion S,

BIENEMBEE AN  allow-recursion { 11.**.0.0/16; 100.**.**.26; } , WIMNEBRNEE P AiFLiE
BAEE., WTEFRR:

options {
directory "/var/named";
dump-file "/var/named/data/cache_dump.db";
statistics-file "/var/named/data/named_stats.txt";
memstatistics-file "/var/named/data/named_mem_stats.txt";
allow-guery { localhost: 0.0.0.0/0: 1.
Illow—recursion 4. Ll .0.0/16;100 . K= 203 }1
er\+)l—7ﬁhpC—ﬁhﬁh1 =] hﬂ:
max-journal-size 100m;
request-ixfr yes;
serial-query-rate 50;
transfers-in 30;
transfers-per-ns 30;
allow-notify { any; };
allow-transfer { any; I};
try-tcp-refresh no;
rrset-order { order cyclic;
notify no;
auth-nxdomain no;
multi-master yes;
forwarders { 10.101.0.1; };
forward only;
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3. EERS.

supervisorctl restart bind

6.5.3. DNS &I 283EH

0] B A ik
DNS &85t Hl, FTikiRft DNS 4RSS .
BESE

1. BREB[BXNAEY ops WIEHL.,

2. BEUTHLTEREH.

docker restart <AE8Z¥R>

6.5.4. DNS HESREIERH
1) S 4 5

DNS B ERRE XA,
R R
1. BRABNMNE ops WM.
2. BABER,
WU

docker exec —-it

3. EFHEXHEE.
WRWT:
supervisorctl restart <BHFR#IE>

HEXHEREOT:
DNSmng ###&: dnsmng

(e]

(e]

DNSagent: dnsagent
DNS f##frfR35: bind

(e]

(e]

keepalived: keepalived

6.6. REZERENIME

6.6.1. VIP R4 E

o) 5 4 ik
WEZMBTEM, KMEEN VIP FiE,
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ANT GROUP

KiEwE
1. EREMBRE, BEREMENKIEFEEN keepalived 455 VIP,

2. Hops BTRHIT ip -a @, HER Master B9 VIP REEIEZ Slave B9 VIP R4,

SHE
1. 'TER4PE VIP RSB P T supervisorctl status ﬁ/ﬁ\, BEUTHREREA running K&

bind. dnsagent. dnsmng. keepalived, Slave ;& dnsmng k%, MRENRSKRERE, 1BEH

supervisorctl restart <service name> ‘.%%%Ei%ﬂﬁ%, WUZI[I supervisorctl restart bind

o

2. ERHEVIPNBIZEPESE /etc/keepalived/keepalived.conf X, H#IALLTER.
o WINNRBEREER.
o HINFFE Master & Slave UMK IP 2B ER—ME
o Eﬁ"[)\ virtual ipaddress . virtual router id %E:—ﬁo

A
<

%D}L%Eﬁlﬂ%ﬁ, i%{'%&@ﬂﬁl %E#L?ﬁ' supervisorctl restart keepalived 0p

o

ZRWIE

1. Hops TRAIT ip -a WL, TTE Master 89 VIP SBERLTL.

2. ping W VIP ] LAIE,

6.6.2. FRHTIENE KW

MBI EHZMTERMA R, BRIA T8 :
ADNS/CoreDNS [a] &

o EY nslookup {domain name} {adns_slave vip} S HINE SN ADNS BEATIOER .

o 2 ADNS f#frial iR
m dnsslave 53 ix O A&
i\ adns slave R EEHE T1E:
a. £ ADNS slave s #1T supervisorctl status &<, &F bind #] dnsagent REEEIE
®o
b. % bind # dnsagent RSN  stopped , MIAIT supervisorctl start bind H

supervisorctl start dnsagent ﬁ/ﬁ\iﬁﬂﬁko
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n HZ @ E R nodomain
m jE)T ADNS API &) DNS iE®R, HIANCREEHM, EXRFM, WERHRMEHE,

n BEEAFTRMALNEE, WKBIHEXEEEDHHHIA ADNS Operator . ADNS CRR&. BANF M
MEEE, NiET ADNS API EEEZ 2B EM. EXREM, WFHHRMER.

o 3 ADNS &4 ol 5
HEE CoreDNS # KB ER B IEM:

a. 1T xubectl -n kube-system get cm coredns -oyaml ws EEEE%E']E’EK’%LU;E

/etc/resolv.conf I&Z ADNS slave SLBIP,

b. g?ﬂﬁ%ﬁf)ﬁmu /etc/resolv.conf , N*Z 7% ZE CoreDNS :I.-j._,'f—I_’\, EE%H\\E’\] /etc/resolv.conf

8 nameserver 27N ADNS slave SLBIP,

C. & nameserver /A ADNS slave SLBIP, NJ{&2 9 ADNS slave SLB IP,

ADNS Operator, CRIRZSHIA
[ 1§ﬁﬁ kubectl get zone ﬁ%’é% zone 3{*/ \%zm:\ Created o %Z:yﬂ Created , mu#l,ﬁ_'

kubectl get zone {zoneName} -oyaml WmEEE eror i FHAEE.

BN, #5iRZ ADNS master SLBIP # AW, Wi T ADNS master RA&HIA.
[ ] 1§Fﬁ kubectl -n {F::'ﬁ':ns} get dnsrecord Z‘ﬂ kubectl -n {F:Eﬁ':ns} get dnsendpoint ﬁ%EEF
&liﬁgffﬂﬂ'ﬁfﬁ%ﬁ%zﬁ‘ Succeed %Z:jﬂ Succeed , EIJ#LFI

kubeclt -n {adns ns} logs {hesitamanager} @& &EE Operator HE (REE— Operator master

FEIfE, RE Operatormaster IAE) . ZEIREE S ADNS master SLB IP EEALMK, & 20
47 ADNS master RSN .

ADNS master JRZSHIA

e 4T curl {adns master vip}:80/ha/hastate 3KEX active master, ¥15R32/R unavailable, MIZRBEEL
REEEEY, BREHIEERSLER.

o HA dnsmaster 588, 4T supervisorctl status &F dnsmng. bind. dnsagent E&FiE1T. &
|z:|<, mU?)‘:l/f‘_l_' supervisorctl start dnsmng . supervisorctl start bind

supervisorctl start dnsagent ﬁéi)ﬁﬂﬁ%o

o A dnsmaster active master g5, BEEHE /home/admin/dnsmng/log/adns biz.log , WEREE

BERBGEEHM dnsmaster. dnsslave 53, 54, 15353, 15454 g OXKIER . WRE, MIKER M
RNEsENT],

o MRREENEBNERA—, HMEDNSIERE, FF 1~2 08, BREXHEN,

6.6.3. =ilFiE 83 3 it 2k W
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ARAHRIA
o fIN ADNS JRZAR 1.15.0 RLAERRA, ADNS 1.15.0 ZEHIMRAA TS5 =ikt E .
o TIERRAN 1.9.0 RLAERRA,
HESE
1. #&7 ADNS operator RESSHEREE.
i. #2& ADNS operator §9 DNSMasterlP 2% 3 ADNS A9k,

ii. 8 curl {adns ip}:80/ha/hastate WSEZE ADNS EBIEETE

ii. 8 kxubectl -n {adns operator namespace} get pods ®p<IREY ADNS operatorE’\] Pod,

2. BEEHBEMEMFHRER.
£  kubectl get zone wELEE zone E"]*{k BB N Created ° Qﬂ%m%, s

kubectl get zone {zone name} -oyaml wEREKIRE.

o MRERFEEFERERILITH ADNS P STEAARF S, MHEZE ADNS operator ERZBJ ) DNSMasterlP &

HERESIER, EEHSHER, WEEEKEEHM KM ADNS operator,

o MR zone PREFEEREREFRPE, NZE ADNS master f slave K7, HAREE, 1T
supervisorctl status op véglﬁ*i'{k/u, T:I_: master@a%’ﬁ% E/u\

/home/admin/dnsmng/log/adns biz.log , MARBEHREE.

= 1R ADNS REAIEH, ES Rin)EHEE B

n #l,fi‘ curl -XPOST {adns master vip}:80/zone/listzone?querysource=dns ﬁ%’éé’fﬁ?&

zone BRERHE, MRATFE, KRREEEASFLE,
o IR webhook IiE)EK, MATWTHL:

kubectl delete mutatingwebhookconfigurations hesita-mutating-webhook

kubectl delete validatingwebhookconfigurations hesita-validating-webhook

SRIREF ADNS webhook pod,
o MRR listzoneset LM, N curl — TR,
= IAIP 25 ADNS P,
R ADNS &5 {E A VIP B 5 Docker registry B—M 1=, EEiL ADNS {EA VIP,

B NRE  zone set ERAREE, HRBISBFHLK ADNS & 1.15.0 RLALIRA,

o MR E setzoneset LK :

a. €  kubectl get zone wWHAEE zone 2EHBIEMIN, URKRE.

b. ﬂﬂ%%?&m% Created , ﬁEﬁa kubectl get zone -oyaml ﬁgﬁg*ﬁiﬁalio *\Qﬁ%ﬁj‘]
ADNS operator {£ ) ADNS IP $£1i%,
91
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6.6.4. A T AT
HESE

1. \@ﬁ nslookup {domain name} {adns slave vip} ﬁ/ﬁ\ﬁﬁiA ADNS %ﬁEﬁ?&{%ﬂﬁ%o

2. T4\ ADNS slave EFIEE T{E, 7£ DNS slaveTi B #11T supervisorctl status , H8IA bind 0
dnsagent REREIEE.
3. B APIAH zone O, EEXIMH zone 2F7E ADNS i, IR ARTE, TEBFRIEEN,

curl -X POST -H 'Content-Type: application/json' \
http://endpoint:80/zone/listZone

4. BT APIIEMA zone #0, BN NAFHZIZREERTE ADNS 1, IRAE, TEBAEREEN,
curl -H 'Content-Type: application/json' \
-d l{
"name": "aliyuncs.com" // name HIEZBERAMBE zone BFFo

FUOA
http://endpoint:80/zone/queryrrs

6.6.5. & EHRiIS
HELSLE

1. #@i¥ nslookup {domain name} {adns slave vip} <IN ADNS RSB ERIEE,

2. BF ADNS B CPU, IEFEEREZ, BIARTATEES. WRIXE limit LR, FERHERES CPU,
RZH limit,

1 OSP =4, E#11T docker stats --all --no-stream | grep dns @<, JHiEH R dnsmaster #l

dnsslave IS 88,

6.6.6. AR 1) #k
BYEBETHRNEN

R—#ET, E&/HA Master 5 RAR— cluster, ADNS;BEBEIBEE ospl. osp2 HABAL, B
BRIEEHS— ADNS B AER TIEA FRFM,

SHMBENENE, BFBHTESTR, LUKE DNS 8B,
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EEYM: WRET S (ospl) B, ¥ ADNS Master t]#:9 ops2 B9 IP Bl T],

fun_chgactive()
{

curActive="curl -s -H 'Content-Type: application/json' http://${B_VIP}/ha/hastate |awk —F ',' '{ print $2 }' |awk -A
' {print$4}'’

newActive=$B_M_IP1

curl -s -H 'Content-Type: application/json' —d '{"newActive":"'$newActive'","curActive":""'$curActive'"}' http://$
{B_VIP}:88/ha/chgactive

}

WS : ¥ ADNS master B EXH = (osp1 B9 IP) ,

ZHNEEREETHEYNES
EE&NEH Master T RBEM— cluster, HHIBNESHE, TR EHLELAKE DNS 47,
EEPHE:

1. YiEEER DB,

2. ¥& ADNS Master f1# A &HLE ops1 & IP, ADNS API it ¥ EI & HLEHY VIP,

fun_chgactive()

curActive="curl -s -H 'Content-Type: application/json' http://${B_VIP}/ha/hastate |awk -F ',' '{ print $2 }' |awk -A
o Y{print$4}'’

newActive=$B_M_IP1

curl -s -H 'Content-Type: application/json' —-d '{"newActive":"'$newActive'","curActive":"'$curActive'"}' http://$
{B_VIP}:80/ha/chgactive

}

fun_chgdnsapi()
{

curl -H 'Content-Type: application/json' \

-d *{
"new": {
ntype': A",
"name": "dnsapil.tbsite.net.",
"value": "'$B_VIP'",
"ttl": 60
1,
"old": {
"type': "A",
"name": "dnsapil.tbsite.net.",
"value": "'$A_VIP'"

";one": "tbsite.net"
A
http://$B_VIP:80/rr/chgrr

fun_chgactive

#echo"\n"
sleep 5

fun_chgdnsapi

RE
1. BENEHBURER AntDNS kS, H5=mE1Y.
2. Y& ADNS Master 13 ZEH5 osp1 B9 IP, ADNS API it 1#EIEHLEH VIP,
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7.8 00 1AM
7.1. IR IR5 88

AXNEBEHIFIE IAM B SRR,
MEEX TN SRR TRAR:

Rz A

lamcoreiamweb

iamweb

iamcore

P S

EHifisin-CPU ERRIER

Bt - AFERRER

Bt iR -HaEpARnE

Eif iR -in O 512

EifiEis-in O 5=

7.2. &% HE

BEZR

B = APl B{EH

==
700N

AEBE

/home/admin/logs/aciamcore/app-

default.log

/home/admin/logs/aciamcore/common

-error.log

/home/admin/logs/aciamcore/ram-

invoke.log

=L

Cpu_usage

mem_usage

disk_usage

2022, 8341, 12200

2022, 80, 12200

A&

AiER.

R

/home/admin/logs/tracelog/*.log -

/home/admin/logs/tracelog/zdal-db-

stat.log

>90%

>90%

>90%

FiE

&

ATUE B R AR facade 1 OpenAPI 193

oUERRRENRERS.

JUEHEIERREREON—LBEAE

ERHIBERIERIT. FH,
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ERERBE
BHEZBR HEERR H 515 88

ZDAL E’]‘TﬁEE/L’\, /\EH—EU%%ETE_L_
E{EBHRATRINE SOL AR BT RME
SQL,

/home/admin/logs/tracelog/zdal-db-
digest.log

/home/admin/logs/zdal/*.log -

7.3. R4S

73.1. RGEAHKRERE

BEinERE
BRRMS KRS, BF AMBXRAAHELREEE, BESINESRASNTRAR:

Rz F 7 fEiR B {E
CPU EFRZXKE cpu_usage >90%
WNFEREEE mem_usage >90%

aciamcore
WEERRER disk_usage >90%
U O 542 2022, 8341, 12200 i@
CPU fF R Z 512 cpu_usage >90%
REFEREER mem_usage >90%

aciamweb
WEFERRRE disk_usage >90%
s O M= 2022, 80, 12200 KB

[ JR\Y
BEXVEZKHE

Sp
A

ZEE IAM BB AN EES, 1T curl localhost:9500/checkService | grep false . IR[EL

%ﬂﬂ%iﬁﬁ false UllJiFEEHIE"%“ °
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7.3.2. VS IhEEaEE

1. {£ superAdmin IRS&F IAMIZFHI& .

AM B #H AN EZ—R&N:  http://iamweb. <domain name> ,

2. WIHEHAWERBIER.

HTEWEIRKS . ERMKSER. MRRIEIZNIKS FEE.

7.4. REZESRENIME

IAM Z2#3_E 43~ aciamweb 1 aciamcore, iamweb ¥ AN EINEE, R/ IAM T@EFE.
BHEN

ll: B—HET, BFEZ" AMEBEIARE (BRE2— 70 248) , aciamcore FR—aFEN, T
SMEERBERM,

RE: EF IAMH (Pod) BITIiRE,
ZHEBREMMKIE

e AntDNS: IAMJEid AntDNS 2N ZHREIEE, B3R, BRIEESZBRERVNENEIEE.
K% AntDNS BB REES .

e OB/MySQL: IAM E&EWNEHE, #Kifi OB/MySQLIIBREEN,

BHEAEN
2. TEW, ENEHENTTREENE.,
UL

1. HIREHLE DB & AntDNS B .

2. 1)#& 1AM, OP 9AREE (REAMIEEE A SEME AntDNS ) ZEHE.
e :

1. BRENEHIEER AntDNS ERE, HOIMH.

2. 1]#% 1AM, OP 9AMEFEE (REAMIEE S SEME AntDNS ) EEHE .
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8.0penAPI (OP)
8.1. RZHE

HEZR A&EE H &3 88
/home/admin/logs/acprodapigw/app- R ARIRE requestld EiZ B EDHE—

default.log BERNTEZEGEPNBER,

/home/admin/logs/acprodapigw/comm

BRERES on-error.log JUEBERENRERS.
JEANXBERR,
FEROTAREE APHRE S AT AR,
MERNSE:
cat
MEBEQE home/admin/logs/acprodapigw/gatewa /home/admin/logs/acprodapigw/ga
y-digest.log teway-digest.log |grep

GW_UNKNOWN ERROR

8.2. REZ K w

il B E0E

BERRMS BB RS, FF OpenAPl (OP) HXRAAAHELRESE, FEXTNERINBUTRAR
i

RZFH 53 it E{E
CPU EFRZXEE cpu_usage >90%
NEFEREER mem_usage >90%

acprodapigw

HWEERARKR disk_usage >90%
i O ks 2022, 80, 12200 VN
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BEXWFZHEE

BRI AMAHNANESR, RIT
RMREE rfalse NRBPIEE,

curl localhost:9500/checkService | grep false 'uﬁrf/%\, J&@E"]éﬁ

8.3. EIlz4in=

8.3.1. 5R%E

OpenAPI ARENERBUNT:

SR8
oK

UNKNOW_ERROR

GW_UNKNOWN_ERROR

INVALID_SIGNAT URE

INVALID_ACCESS_KEY

MISSING_PARAMET ER

INVALID_PARAMET ER

API_NOT _EXIST

i

AL,

BAKW, TERSKRHNERSER, FHETERS.

BRALK, MXRAMREAHER, BRREFRAZS.

BEEIR, BHRE SDK IRAF AK 2T EH. SDK fESZIZhERN
secret E&EIEH,

—RASEBILEER,

AKEIR, BRE AKZBIEH, BEEHAER AKEEER-,

BREHMRE, Hop:

® req msg id WHTE 32 E 64 NEFHZIE,
® access key AEERZE,

® sign tye WA HmacSHA1,

® req time WPURE ISO 8601 Hnik.

SHETH.

BROAFENEERANZOAEE., BERXMAZOEMNX ERREER
B, THIEREBRA., BoTLlE API IS ERRHIA,
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ZRE i 88
ZOMX TRIBSARKLK, BRE TRIBSRFTEERS, REEBEFLR
RPC_ERROR .
OVER_RATE_LIMIT ERE LN XRRE,
TIMEOUT HREN, RETHRSESER

= ERFAE, authtoken 3Bk, BREZSRNME, HERRERRA

INVALID_AUT H_T OKEN
- - XFo

=7 EREAE, authtoken IEH, ERELCERIEE, BRE=TTHENR

INVALID_AUTH_SCOPE 2, HEREERAYE.

BERRFRBANR, AFEERTEANNIRERRERREONR,
BRELBRESN AM ERERN (KSEE) 519,

MREEBR, BERREERAZR. KRN, BSLREEREAER, &
fEHEE, ERE8E: /8 APIEFR, ReqMsgld. i) MKttt

ACCESS_DENIED

MXIEHEE APIHER, BREBE TERSE, THRS UEHETRAE

METHOD_NOT_FOUND . oo s o
- B, RERINMAEOSIH, BRREFTRAEA,

WRITE_LIST_DENIED RFEBERER, BRAEERAZISHE.
INVALID_PROVIDER_RESPONSE_SIG miRENHIES B LAY, BREFMRSIHEENEIZTEN secret 2
NAT URE BIEH., MXNERERRATEEESHHBOMREN secret ER.

PR AK EEARER, EHESN AKRAZNNNEE, BES2ASTH
B, ZERETHERN AK,

Bl AK 21812 Spec 89 clusterDeployment 88, HEESERAH
Ko

WRONG_PROVIDER_AK

INVALID_PRODUCT _INSTANCE_ID EHURKKM, FmEp ID REFE.

BYURWEW, FRIFARLTHERS, TJHEESHEEIH, BRRER

PRODUCT_INSTANCE_NOT_ACT IVE .
- - BAXH.
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SR8 5 B3

THRFREER, BEEREEPH message, MNBER, BEEHKREX R~

miARA.
message FiE R THEEMAEIRER, Fla0:

BAD_PROVIDER_RESPONSE * S&REFE
° REIKHAEHIR
° REEAZT
® Http status code 3F 200

FrimH productinstanceld RIEHf, @i AREE, BN~ RIEHER

NO_ROUTE_INFO
- - Ao

AP|_UNAVAILABLE BAETHRS, BN TRRSREEEHIA,

HARROAEH, —RRFROAGT LI, FHNEEEARBER,

DEFAULT _SERVICE_NOT _EXIST . . .
- - 0 product_instance_id = region_name,

PROVIDER_SERVICE_T IMEOUT THRSEE, BHREAFRRMEE.

PROVIDER_SERVICE_CONNECTION_

REFUSED TRSIELMEE, BRETREME,

8.3.2. FHixtH

OpenAPI AR E LERBIUIT:

HiRH HiRE R AEEI
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HiRH HixE R LEEI

HEERIEREBNT:
1. OP Client SDK £ A 23831¥ AccessKey Secret & f§
—NEE, 5 AKESHEL OP,

2. OP BT EAN AK & IAM EXF Y AccessKey
Secret, RAEBERITEA,

INVALID_SIGNAT URE FRMIERK 3. OP BEMMEZS Client GRS ZHITILRT,

HIXMRENRERERNEEZS Client E#ERAE
BHNIAR—H, BERFELET . BREHR Client B
B AccessKey Secret 1 OP i&@id AK M 1AM 2ZIH
AccessKey Secret 2T H,

POP API EEEERR
A, TJREIRMA:

CHANNEL_API_NOT_EXIS 1. OP BRAMET BB API ZRERGRY. SBESNWR: AP LHE
T 0.28.0, .
2. THIERELSE
accoreinit,

REGION_ACCESS_KEY_NO  Region EE169 OP HATMBRRA, BEBEHFRA

T_EXIST AccessKey REFE,
BN OP B2, ARBRUEBERR APIER,
Flan APl ZFRA
antcloud.iam.session.token.verify , @&l
T:
API_NOT _EXIST APl RE1E

select status, api suite id, provider id
from api meta where
name='antcloud.iam.session.token.verify'

’
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HiRH HixE R LFR RN

WA OP B2%, BRYIEESTH OP NEUEEDRSEE
Z APIBITTER . BRIERBIWT:

ERRBERNT:

® host: kafkaconsole.allsite.alipay.net

e productinstanceld:

OP #EXTHIEARRA. 0 MiddleWareCluster—SOFAKAFKA
BERWT:
CLUSTER ACCESS KEY_N | o g . OP FAFEB: | SorAKAFKA
OT_EXIST
e accoreinit BHITH BHESH:

1, BEEHNIT,
select id,host from runtime api group
where runtime provider id=(select id
from runtime provider where name =
'MiddleWareCluster—-SOFAKAFKA') ;
select id from runtime provider where
name = 'SOFAKAFKA'

fiR: APl KH&EH
UTRGILAZE S Linke 89 API R4, HEitF-@ERENNEFNEEE. EFARNT:
BEHEES

1. BR LnkE 2458,

2. EEMSHAZERE APIEE >APIFIX,

3. EEBMRAPIEE,
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T35 OpenAPl (OP)

Flan TERFIG, APIEFHEIER 2021-12-31,

LINKE - LINKE

<E LNKE | B#F-1.0.0 / bahamut | sofalinke.bahamut.enabledevinfolsolation.query - 1.0
LINKE v
rae
snEe 1. BKER
APIEIZ
AR 100 HimHE bahamut
EfrER
APIETR sofalinke.bahamut.enabledevinfolsolation auery
HAER
23 1.0
APIFEE
4 i queryEnableDevinfolsolation
SRR PEBED &
APIFE EEN
AP s queryEnableDevinfoisolation
s e 2021-12-31 11:54:39 it 2021-12-311212:51
TTHIEEE
POPRI
2. FEEE
BSBATH

—REHEEHN 2021-12-15,

LINKE - LINKE
APIRT
UNKE
@i
whes ABHEA AR
wpEE
apig -
APSGLEGHDI
Er]
AP
IR
APHFR @
APLET:
TR
POPRIS APBOLNZRR EHE
BSBAT B
oKz

133933

133380

oJLAE L APIE12-31 B RK T,
BEEEN
OIS RIRESE APIHER, RAMT:

SELECT * FROM “channel api’ where “inner api name’

ion.query';

8.3.3. mﬂﬁ%ﬂﬁﬁ

OpenAPIERLEE, BUMNBARARIRERE, AEESR &

UTRELE,
HERE
1. ¥KEX Request ID,
2. REUREHE

opgw ARATEERAN /home/admin/logs/acprodapigw

grep "<request id>" gateway-digest.log*

REIET:

EERIR APIEEH,

RIERX APIL &, &/ bsb &%,

='sofa.linke.bahamut.enabledevinfolsolat

RS RBPAHTLE, SXEBR, BRR

, BT
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iB#EIERI- OpenAPl (OP)

grep "72f£d4d895b37** ****6eb8dcd860" gateway-digest.log*

FERRHMT

gateway-digest.log:2022-05-19 00:15:26,548 [/// - 1]

INFO GATEWAY-DIGEST - 72£d4d895b37

*xAxA*6ep8dcd860; antcloud.gotone.ddrobot.notify;1.0; GOTONE; LTAT4F******xiWvgDNaMy3K; WEWC
XUCN;0116659020;CALL_REQUEST_ERROR;47;39;false;NA;8

RBEEERXINTER:
API#E0: antcloud.gotone.ddrobot.notify
API =& : GOTONE

o

o

o

JR[E]F5: CALL_REQUEST_ERROR
TS BEER: 39

o

WHId, iR 2 CALL REQUEST ERROR, £ OP £ RMWFRKREI ), RIETH IS LIEFENA 39
HIWHERERBITHMNE, FUEER T ENAREEHEDSE,

TENBTRBUNT:

AEFR

72fd4d895b374787987646eb8dcd8600

antcloud.gotone.ddrobot.notify

1.0

GOTONE

LT AlF*****x\\yqDNaMy3K

WEWCXUCN

0116659020

FRAX

Request ID

APl QO

APl fRA

APl FF @i

@ s

£ OPM FRANT @B, A—E5 N AB LR~
FOOCEE, BIANRZAR LinkE, 7£ OPM iR AH AP
FE@T A LINKE, LINKEANT CODE,
LINKEDEPLOY CORE. LINKEFABRIC,
LINKELINKFLOW ,

AccessKey ID

Xt Rz 8 4

BPF ID

> MAYRRA: 20221021

104



© 8822, AntStack Plus E4E4ER- OpenAPl (OP)

ANT GROUP

BEZR FRAX
=R

CALL_REQUEST_ERROR
BEZER, BEN HRE.

47 API R
39 TS B
false BHRREMIN
NA auth_token
8 OP BES 4N

8.3.4. OP M Rim TR k¥ LM, LI Cannot find
RPC service iR

1] 2 53 4
HILUL ) AR AR E R IERBERS TR L,
BRHE
BT LABE A TR UARIR
o TEhXEBEPERE SOFARegistry,
o RUUTHRITE:
i. 3REX API &R,
AMPARMS B antcloud.monitor.metrics.query 4,
i. A OPZA2, BIXRELERMDBHNERER, REERDB,
iii. % Schema,

ZKS(J@?% use prodapicore o

iv. $RENAE N api _meta B D,

select id from api meta where name='antcloud.monitor.metrics.query';

return. 123
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v. 3REX APITRIAAK dispatch context o

select dispatch context from api version where api meta id='123';

return: {"skipAuth":true,"timeout":10000,"trUniqueId":"antcloud.monitor"}

vi. 3REX RMS motinor 2% IP LAKR RPCiHO S,

AERE PHBOSH:  127.2.3.1:12200

Vii. l{%APIproviderE@ ip:port IEA dispatch context o

{"skipAuth":true, "testUrl":"127.2.3.1:12200", "timeout":10000, "trUniqueId":"antcloud.m

onitor"}
viil. X BREHMILA)  dispatch context BEMEHIEE.

update api version set dispatch context='{"skipAuth":true, "testUrl":"127.2.3.1:12200"

,"timeout":10000, "trUniqueId":"antcloud.monitor"}' where api meta id='123"';
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9.1 EIKE S5IG1IE
9.1. DNS RSBikE 5KiE

RSIKE
EEERT, DNS REME ake-master EXYIIENL (40 ops1. ops2. ops3) WEHMERIKE.,
R 558 HIE

1. ZF opsl ¥IEMN,
2. ¥— 1M ELEMEZNT dig L,
WU T:

dig dnsapil.tbsite.net

WMRIREIZER O] LARRATE] IP #bhit, Mi%EE DNS RS IER.

[ @ /root]
#dig dnsapil.tbsite.net

3 <<>> DiG 9.9.4-RedHat-9.9.4-29.1.alios7 <<>> dnsapil.tbsite.net
3 global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2872

flags: qr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL:
WARNING: recursion requested but not available

22

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096
;5 QUESTION SECTION:
;dnsapil.tbsite.net. IN

;5 ANSWER SECTION:
dnsapil.tbsite.net. 192.168.12.3

33 AUTHORITY SECTION:
tbsite.net. ns2.tbsite.net.
tbsite.net. nsl.tbsite.net.

;5 ADDITIONAL SECTION:
nsl.tbsite.net. 192.168.12.1

9.2. NTP BERW’E&%E

RS IRE
BERT, NTPRSHEEMENNEDTENHRE,

AR 55 3RE
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1. BRE ops MIEH, HITUTHS:
ntpg -np

2. EIREIERFEE offset E,
o # offset {E/NF 30 (ZE#) , WK NTPREEEARIFEEA.

[ @ /root]
#pgm -f all.txt “ntpq -np"
1] 20:54:48 192.168.12.1
remote when poll offset

192.168.12.1
192.168.12.2 192.168.12.1

2| 20:54:49 192.168.12.2
remote

*192.168.12.1 127.0.0.1
192.168.12.2 .STEP.

3| 28:54:49 192.168.12.32
remote refid

127.127.1.0
*192.168.12.1 127.0.0.1
+192.168.12.2 192.168.12.1 6 u

4| 20:54:49 192.168.12.47
remote refid

0.0e0 0.0e0

o # offset Hi@id 30 ZE2#, WHEEHIIAMAT ops WEHN LHATUATHS, 5 NTP RS |[#HITH
BEZ.

ntpdate -u <ntp server ip>

NER$E, BERRSE1KRE offset ERBERELEERE.

9.3. YUM RSB IkE K IGUE

RSER
EXWERT, YUMRSSHE 2 S EEWEN (10 ops1. ops2) MEHMEMIKE.
AR 55 Bk

1. ERER—AYEDR.

2. H11T YUM B2 54,

yum list
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IB4EER- IFHRIRE S WIE

MBEERR YUMFIE, NEEE YUM REZIRELEE .

[ @ /root]
#yum list|tail -2e

Repodata is over 2 weeks old. Install yum-cron? Or run: yum makecache fast
alios.
alios.
alios.

yum-plugin-show-leaves.noarch
yum-plugin-tmprepo.noarch
yum-plugin-tsflags.noarch

yum-plugin-upgrade-helper.noarch

yum-plugin-verify.noarch
yum-plugin-versionlock.noarch
yum-rhn-plugin.noarch
yum-updateonboot.noarch
zeromq.x86_64
zeromqg-devel.x86_64
zlib-devel.x86_64
zlib-static.x86_64
zookeeper-client.x86_64
zookeeper-client-devel.x86_64
zsh.x86_64
zsh-html.x86_64
zziplib.x86_64
ziplib-devel.x86_64
ziplib-utils.x86_64

1.
1.
1.

®

1l
il-
il
2
1l
4.
4.
1l
1l
=
=l
e
S
e

e

1.31-34.1.alios7
1.31-34.1.alios7
1.31-34.1.alios7

.31-34.1.alios7
.31-34.1.alios7
.31-34.1.alios7
.1-5.1.alios7
.31-34.1.alios7
.4-5 . alios7
.4-5.alios7
.7-16.2.alios7
.7-16.2.alios7
.6-1.alios7
.6-1.alios7
.2-14.1.alios7
.2-14.1.alios7

1
1
1
e
1
1
1
2
2
a4
4
e
e

.13.62-5.1.alios7
.13.62-5.1.alios7
.13.62-5.1.alios7

9.4. AKE3 thE K IGiiF

RFZKE
EEBRT, AKERREETFE (AKE3) BEEHELET restart=always

BEMmER,
AR 55 56 I
1. B3R AKE-master FRIZ1THWEN (10 ops1) .
2. 3RBY kube BESRE,
WU

kubectl get pod -n kube-system

alios.
alios.
alios.
alios.
alios.
ops.7. _
. X86_|
7u2.
7u.
X86_|
X86_|
7u2.
7u.
7u2.
7u2.
7u2.

ops.7

alios.
alios.
ops.7.
ops.7.
alios.
alios.
alios.
alios.
alios.

7u2.
7uz2.
Juz2.

7u.
7u2.
7u2.
7u2.
7u.

x86

base.
base.
base

base
base.
base.
base.
base.
64
64
base
base.
64
64
base.
base
LEEH
base
base.

x86_64
x86_64

.X86_64

.x86_64

x86_64
x86_64
x86_64
x86_64

.X86_64

x86_64

x86_64

.X86_64

x86_64

.X86_64

x86_64

B, SHEEWIENE docker #
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f& network-controller 5884 F ImagePullBackOff RSN, HAibZ 2R #MN 4L F Running IR,

[ @ /root]

#kubectl get pod -n kube-system
NAME STATUS RESTARTS
ak8s-ee-pdi-docker-6p5Sph Running
ak8s-ee-pdi-docker-6tqls Running
ak8s-ee-pdi-docker-7mwp4 Running
ak8s-ee-pdi-docker-7nclq Running
ak8s-ee-pdi-docker-7w2th Running
ak8s-ee-pdi-docker-8g7vv Running
ak8s-ee-pdi-docker-9j74s Running
ak8s-ee-pdi-docker-fohSh Running
ak8s-ee-pdi-docker-grshb Running
ak8s-ee-pdi-docker-pzcjt Running
ak8s-ee-pdi-docker-sh459 Running
ak8s-ee-pdi-docker-thsqr Running
ak8s-ee-pdi-docker-wffxp Running
ake-sigma-proxy-97b87dc45-dj7dd Running
ake-sigma-proxy-97b87dc45-vnhvb Running
ake-sigma-proxy-97b87dc45-wd8z9 Running

ERE

BEBRTAEZRN 3 8 AKE-master i 8BIRE, ERXIAWSER[REERH, JUFHE,
NREEHSIMBARER, BREED master TR, EEE, BAMTETR, Wi BmHE.
ERABDRSB[TRLTENIRT, KE DNS RSZEERMENANT,

9.5. =ilf Local Rk E K L6IE

O 00000000 O®

RS IRE
EXWRT, = Local BESRME 2 & ops ERWENNKETEHIRE.
PR 55 S iE

1. BR% ops YIENL.
2. FITUAT <, #iIA MySQL RS FETRES.
systemctl status mysqgl
3. ITUAT®S, #IA apyunging B84 TFBTRES,
docker ps |grep apyunging
WHMEEN up 1 days NMFER apyunging 2884 FizfTIRE.

4. ipE =g Local i2HIE, WINRSEEERD.

9.6. IAM tkE 55%1iE

RSER
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1. BREE Local 2414,
BErmzc4>rREs.

BE S4-HEEE/RAM,

B aciamcore RAH B8/, HESBERH,

A W N

@ 388
aciamcore Kkt antvip, EREZFRX, BRETDEH,

5. UBRIARER aciamweb BFFIEREE,
BR 5536 3iE
ERIAMTIE, WIATAEEFEH,

9.7. BHEEEMEBIRE

AR &M
RNBRB[CUUEBRBNRERBENEE, FET /B docker/containerd #1 kubelet FHLEFH.
KEX R

1. NEBNIKEREEZEBRERE, WIAEEEE master 2RIRKE, SEKBNGAHINE. BEERS
"=,

2. ¥&E opsl., ops2 LB ADNS EFEF1, MR REREEFHNEL.
Biies{uWT:

docker start <container id>
Captain 1 apyunqging tE 2 —#8KRE 7%, ERUMELSKERBRERD, THWEBKEE,
3. HWINERESERE master kRS 5, ERNTHSREEHNRSEEELRE.,

kubectl get node

4, EBTAMBHIRE N Ready R&E, EEER LM Pod 2F# A Running IR,

kubectl get pod --all-namespaces -owide

WMEH Pod AA Running R, FEAILFM. %£EZF Pod BOREH describe TEHMIRER, K2
REREBLE,

5. B AMEZHISHINTLUES SMINE, BERSNTRNEFaRRITUEEER, REBEREWVS
Rz A BIRE .
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10.AntStack Plus B AR

#3352 BF
#4mERD DNS:
1. =iff. Captain, ADNS E&HEHLE, KEHEENKERS.
2. IAMESEHLE, KREMEENKERS.
3. OP EBNEAEE, THERLSFK,
4
5

. AKE3 EBFEFIBEIRIUEE, TERFK.

. AntDNS 4 Z=iff. Captain. ADNS. OP iFB¥URENEE, BRIRE, BRABEEHZRESEN
BHEIERE.,

HAhKE :
1. IAM By aciamcore ZEE;E 2] SOFARegistry (FHZEdhjg{4-middleware) ,
2. OP acprodapigw SHE;F#Z| SOFARegistry (= g{4-middleware) .
=ik Plus
BRENM
2R

Region

ZRAPIREAIN T
B—HET, BESHE opsl. ops2 BE 2 ML, MIEHRT, BESRREMEEEENESHE—
EO

BRI
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ENBEREREN, THRSEMNT:
1. f1#%&EHLE OB,
2. BENE =N EIREET ADNS YRS E L5 HIRE .

WEIXE

1. ENERESE, apyunqing BREHETRE, ENEZH TG,
2. BENLE RN IR EERREEN B RIRE.

3. BRENBEZHHARTORE.

Captain Plus
BREN

R

Region

Captain

ZRALEAAI T :

B—HlET, BESE opsl. ops2 B1F 2 ML), MEHRT, BEESRREAREEENESHE—

EO
BRI
ENBERESER, RSBOT:

1. 11#%&EHE OB,
2. BENE Captain B9¥IE @I ADNS R E S HIREE.

WERE
1. EWBERER, Captain BB EENTIIRE, FHLFE Captain o] LAGIE.,
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2. B&EWLE Captain B8R ETI R E =V B EHIEE.
3. ZRIHE Captain HINRBEIKE.,

ADNS
o3
BREN
224
ALK SR
VRRP VIP1 + VIP2 VRRP VIP1 + VIP2
DNS Stave DNS Slave ONS Stave ONS Stave
o~ -— —
e B
W
DNS Master DNS Master .| DNS Master DNS Master
() e i i) i)
LRSS
L
DNSR 1¢ DNSR . o8 DNSH ¢ DNSHR 1%

I GERSYR

cinranmesas  VRRPVIP VRRPVIP S Fanmun s

BRI BRI T :

B—HLET, ADNS BESTE opsl. ops2 BN m EEFE master fl slave T m, MNEHZET, EENE
B master T RARM—1 cluster,

AR

FHNEREWEN, AENEEE@EF, BREBIRIEDNSIER, SEHRIENE:
1. 1% EHE OB,

2. ¥ ADNS master fl# I EHE ops1 89 IP, ¥ ADNS APl it {1#: 2 EHMEB VIP,
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fun_chgactive() J
{

curActive="curl -s -H 'Content-Type: application/json' http://${B_VIP}/ha/hastate |awk -F ',' '{ print $2 }' |awk -
' {prints4}'”

newActive=$B_M_IP1

curl =s -H 'Content-Type: application/json' -d '{"newActive":"'$newActive'","curActive":""'$curActive'"}"' http://$
{B_VIP}:80/ha/chgactive

}

fun_chgdnsapi()
{

curl -H 'Content-Type: application/json' \

-d '{
"new": {
"type: "A",
""name’ "dnsapil.tbsite.net.",
"value": "'$B_VIP'",
"ttl": 60
I8
"old": {
“type': "A",
"'name": "dnsapil.tbsite.net.",
"value": "'$A_VIP'"

”éone": "tbsite.net"
A
http://$B_VIP:80/rr/chgrr

fun_chgactive

#echo'"\n"
sleep 5

fun_chgdnsapi

W ERE
1. BIRENEHIEER AntDNS BiRE, HEMRE.
2. ¥ ADNS master I Z E£H5E osp1 89 IP, 4§ ADNS API it {1#: 2 EHEE VIP,
3. MiXENFEHEREUUEERT.
4. I8 ADNS K21 zone Ml miERPIBER, HINRTUTUEFRREIITER.
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iam.alipay.com

il & IAM S5
g 1. iam.alipay.com J4NBIAEIERE, BEE
: “Henn K& BHER iamweb vip

aciamweb aciamweb DB SR
@ _____________ @ 1. IAM/OP #HLEERIUEK
rpe : e 2. IAM EEHELHE
DBE DB& 3. OP X&#IEAHE

: 23
aciamcore : aciamcore
= )
e @i rrrrrrrrrrrr @ e

DBE : DB&
acprodapigw acprodapigw
E’j § Ej —— SERIAEIAIE, B CoreDNS A0S
% H openapi
openapi ' =+ WUBELE, B AntDNS SEMNEEER.
DBE ' DB#& BENRERS.
Hftt/™~ @ : Hith™= @ o SMERIAME), EEEFWARIMNEE, ERTREFPUER,
! BENBRUNRET 215E

IR BRI T

IAM Z2#3 43 aciamweb #[ aciamcore, iamweb S AR INgE, R0 IAM A@EEE., £&0E
HhiREBMDSKME 2N IAMEIAR, EEHE IAMSSHEE,

BRY
FNERERER, RAEMESRT, BEREERIEDNSIER, FEVBRIIENE:
1. &5 OB,
2. BENE IAM BIEHEEET ADNS PRI SN EHIERE.
3. B AMMAMESE (MRE) NEEENE.
WEKE
. ENBEIREE, BRENBEIEER AntDNS ERE, HERET,
2. hiRERED aciamweb 1 aciamcore F2F B ENTTIRE IAM, EHLE IAM T LAAIE,
3. B AMBIAMER (MRE) NREENE
4. E=HF LT IAM P B R A FIRERS R RIS ..
OpenAPI (OP)
B
£ 1)

—_
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F—BANRE (WALBLBE)

HEA

i i
IAME % 85T IAMER & 857
Y% (LB) H#E (LB)

nHYE (LB)
[ZES ZES
acprodapigw acprodapigw

AHSE (LB)

1

I

1

I

i

I

i

I

i

1

i

1

1 HRE)E
1

1

1 EM, THRS, R
I EESHEm
! |
1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

I

1

1

1
I
1
I
1
I
1
I
]
I
1
I
]
I
1
. TR, B '

I miEemm
I 1
I I
1
I
1
1
1
1
1
1
1
1
1
1
1
1
1

BEP
acparamcore

________________________________

HittERzAr HitERTa st

R BRI T

FENBENPREFHDILEEHE 21 OPEIA, BEXENEALE, ABRNBAZEBEHIBE.
BRI

ENEREKER, R OPHANEE, RENREEINE. URLKBENAFTERE, BRALUSEN
BXRKE

1. ENBEIRERE, PIREEESD acprodapigw BB TIIKE .,

2. ¥ OP IAMEE (MRE) PEEIENE.

3. ERFHNAT OP hHE N AAKIERFZ R EERE.
AKE3

EHED
AKE3 £ ERREHITU T RNEHIE, BESSUT:
o %45 master ¥ S AR

mkdir /home/t4/master bk

tar -zcvf /home/td4/master bk/ake3-master-$(ifconfig ethO | grep 'inet addr:' | awk '{prin
t $2}' | cut -c 6-)-$(date +%Y-%m-%d $H:%M:%S %Z) .tar.gz /etc/kubernetes /var/lib/kubelet

o & etcd ERNEH
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#!/bin/bash

ETCD VER=v3.4.13

ETCD DIR=etcd-download

DOWNLOAD URL=https://github.com/coreos/etcd/releases/download

# Download

cd /root

wget ${DOWNLOAD URL}/${ETCD VER}/etcd-${ETCD VER}-linux-amd64.tar.gz
tar -xzvf etcd-${ETCD VER}-linux-amdé64.tar.gz

# install
cd etcd-${ETCD VER}-linux-amd64
cp etcdetl /usr/local/bin/

o EHREROE

#TE, etcd 3.4.13 ENDPOINTS HIHHE—NFA L.
MASTER1TP="100.88.114.139" //3PEmaster1BITrithiit
MASTER2IP="100.88.114.141"  //FEPEmaster2BYTritiit
MASTER3IP="100.88.114.142" //3EFfmaster38Trithiit
CACERT="/etc/kubernetes/pki/etcd/ca.crt"
CERT="/etc/kubernetes/pki/etcd/server.crt"
KEY="/etc/kubernetes/pki/etcd/server.key"
ETCDCTL_API=3

HOBERBIRS

/usr/local/bin/etcdctl --endpoints=https://${MASTER1IIP}:2379 \
--endpoints=https://${MASTER2IP}:2379 \
-—endpoints=https://${MASTER3IP}:2379 \

——cacert=S${CACERT} \

-—key=--key=S${KEY} \

—--cert=${CERT} \

endpoint health

S R ] #
ENBREREN, AEERRTRA, FEK AKE LNHNBRRERSB%.
EHIKE

1

. MUBIRER, SthxE apiserver WAHME R B RBIMII, ABBHEFA master T A,

o B master TRIEERED, REEHESTIKE, EFEH master T AR E LA ready K&,

# kubectl get node

1L, %55, 555, 202 Ready master 46d  v1.20.0
11.%*.**,.208 Ready master 46d v1.20.0
3L, w202 209 NotReady <none> 46d v1.20.0
11.*%* . **.210 Ready master 46d v1.20.0

o IR apiserver FEREM, FEER master T REZF kubelet IKZ.
m fHiA kubelet HREEBZREANB R, BREVNFTEFIEM,
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n NREW kubelet EEMBEBER, NWHEERIE kubelet HEHIAFIFERTE,

#systemctl status kubelet
® kubelet.service - kubelet

Loaded: loaded (/etc/systemd/system/kubelet.service; enabled; vendor preset: dis
abled)

Active: active (running) since Mon 2021-09-27 16:39:24 CST; 1 months 15 days ago

Docs: http://docs.k8s.1io0

Main PID: 20671 (kubelet)

Memory: 9.6G

CGroup: /system.slice/kubelet.service

L20671 /usr/bin/kubelet --hostname-override=11.**.**,202 --max-pods=60

—--address=11.** .** 202 --fail-swap-on=false --kubeconfig=/etc/kubernete...

2. oEER FH Pod BEIER.

ffkubectl get pod --all-namespaces | grep -v 'Running\ |Completed'’

NAMESPACE NAME

READY STATUS RESTARTS AGE

kjfakjfb-appplatform kjfakjfb-appplatform-iaasconinit-0-nznwb
0/1 Error 0 4d8h

kjfakjfb-middleware-after-core kjfakjfb-middleware-after-core-middleware-after-core-0
0/1 ContainerCreating 0 7d5h

pontusagent pontusagent-4nkrp
0/1 ContainerCreating 0 8d
pontusagent pontusagent-g2£f7n
0/1 ContainerCreating 0 8d

o WMREM Pod BEHHEMAIIER, FEEE Pod BHHEEE,
o MRLI Pod BHNFEENER, FEEEF Pod HIEEHETA,
EZIFrE Pod A Running X7,

D =

Rama webhook 41 R /F511€ F rama-manager #]55 Pod, £S5 % Pod EZREXVAZE] IP 1
pending, BRRTIEWT:

kubectl edit ValidatingWebhookConfiguration rama-validating-webhook -o yaml

T E{&failurePolicy: Fail A failurePolicy: Ignore

FEFE node T, EEDRKERR (FE CaptainEE) .

# watch kubectl get node

MEE node T RKIELTF NotReady K7, BB ping FTRIP, BATRERRRALEER
fl,

o MBEFRBEE, Captain IEREE, WHETA kubelet WRRREFANBED, BEFLE.
o MRLM kubelet EEMBERR, WHEERHE kubelet BEFRIAFIRRRD

BEIFRET RREA Ready R,
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4. WENARZSRS, B—ERTaBATA.
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